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Latest attack techniques.
You're a pen tester, but is google.com still your R&D team?

Now you can get trustworthy commercial-grade exploits and the latest
techniques from a world—class research group.

Learn more at http://www.coresecurity.com/promos/sit_el,
or call 617-399-6980

Firepass, A Tunneling Tool

DETAILS

Firepass is a tunneling tool, allowing bypassing of firewall restrictions

and encapsulation of data flows inside legal ones (by using HTTP POST
requests). Any TCP or UDP based protocols may be tunneled with Firepass.
For now, both - client and server parts are written in Perl and the server
script acts as a CGI program.

Example:

http://gray—world.net/images/firepass.qgif

The Firepass's key feature is that you may use several type of

installation of the server part script in the external network. You do not
need to bind any port on the external box. Firepass may also be usable for
the reverse task, when the server script is located at the corporative web
server and when client interact with it from the external network.

ADDITIONAL INFORMATION
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The tool can be downloaded from:
<http://gray—world.net/> http://gray—world.net/

The information has been provided by <mailto:alex@gray—-world.net> Alex.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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