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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

Latest attack techniques.

You're a pen tester, but is google.com still your R&D team?
Now you can get trustworthy commercial−grade exploits and the latest
techniques from a world−class research group.

Learn more at http://www.coresecurity.com/promos/sit_e1,
or call 617−399−6980

− − − − − − − − −

  Web Shell (WSH), Remote UNIX/WIN Shell
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

DETAILS

Wsh, "Web Shell" − is a remote UNIX/WIN shell that works via HTTP/HTTPS.
The package contains two perl scripts for server and client hosts: the
first one is for console usage and the second one runs as CGI script on
the target host.

Example:

http://gray−world.net/images/wsh.gif

The key Web Shell features: SSL support (*), command line history support
(*), file upload/download, protect server part script usage with secret
key inside HTTP message, data flow Xor encoding, can work trough HTTP
proxy server (to hide client ip or bypass firewall).

(*) − Additional packages are required on the client host

ADDITIONAL INFORMATION
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The tool can be downloaded from:
 <http://gray−world.net/> http://gray−world.net/

The information has been provided by <mailto:alex@gray−world.net> Alex.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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