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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam w

site;_http://www.securiteam.com
— — promotion

Beyond Security would like to welcome Tiscali World Online
to our service provider team.
For more info on their service offering IP-Secure,

please visit http://www.worldonline.co.za/services/work_ip.asp

KaZaA Lunches Ads in the Wrong Security Zone

SUMMARY

A security vulnerability in the KaZaA causes it to launch its ads in the
local zone. This would allow a potential attacker to execute scripts
embedded inside the ads with elevated privileges.

DETAILS

Vendor response:
KaZaA was contacted 6 Jan 03 via their bug report page.

Workaround:

To immunize KaZaA from this defect you should remove the permissions from
the directory it launches ads from. This has a nice side effect of not

showing ads. The directory to secure is: %WinDir%\AdCache

Alternatively, KaZaA Lite can be used since it doesn't have ads or spyware
<http://www.kazaalite.com/> hitp://www.kazaalite.com/.

ADDITIONAL INFORMATION
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The information has been provided by <mailto:bugtrag@jonespg.net> David
Krum and <mailtq:tony@777h.org> tony@777h.org.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:

list-unsubscribe @securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list—subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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