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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

Beyond Security would like to welcome Tiscali World Online
to our service provider team.
For more info on their service offering IP−Secure,
please visit http://www.worldonline.co.za/services/work_ip.asp
− − − − − − − − −

  Sniffdet, Sniffer Detection Tool
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

DETAILS

 <http://sniffdet.sourceforge.net/> Sniffdet is an implementation of a set
of tests for remote sniffers detection in TCP/IP network environments
which is composed of a flexible and easy to use library and a console
application to run the tests. Major features include several tests for
sniffer detection, configfile support, output plugins, dropping of root
privileges, and documentation.

Sniffdet implements various tests for the detection of machines running in
promiscuous mode or with a sniffer. Besides other general use functions,
libsniffdet provides the following tests:

 * ICMP test
 * ARP test
 * DNS test
 * LATENCY test

ADDITIONAL INFORMATION

The tool can be downloaded from:
 <http://sniffdet.sourceforge.net/download.html>
http://sniffdet.sourceforge.net/download.html
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========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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