Securiteam: [NT] A-CART Database Exposure

[INT] A-CART Database Exposure

Source_http://www.derkeiler.com/Mailing-Lists/Securiteam/2002-09/0020.htm|

From: support@securiteam.com
Date: 09/05/02

From: support@securiteam.com
To: list@securiteam.com
Date: Thu, 5 Sep 2002 16:29:10 +0200 (CEST)

The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam w

site_http://www.securiteam.com
— — promotion

When was the last time you checked your server's security?
How about a monthly report?

http://www.AutomatedScanning.com — Know that you're safe.

A-CART Database Exposure

SUMMARY

<http://www.alanward.net> A—CART is an ASP shopping cart application
written in VBScript. It is comprised of a number of ASP scripts and an
Access database.

A security vulnerability in the product allows remote attackers to

download the product's database, thus gain access to sensitive information
about users of the product (hame, surname, address, e-mail, credit card
number, and user's login—password).

DETAILS

Problem:
Accessing the following URL will return the database used by the product:

http://acart.url/acart?_0/acart2_0.mdb

Solutions:

Once you have created the DSN, you need to tell A-CART its name. This can
be done by editing the line in db.asp, which says:

strConn = "acart2_0"

Change "acart2_0" to the name of the DSN you have created.
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ADDITIONAL INFORMATION

The information has been provided by <mailto:tacettinkaradeniz@yahoo.com>
Tacettin Karadeniz.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:

list-unsubscribe @securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list—subscribe @securiteam.com

DISCLAIMER:
The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.

* Previous message: support@securiteam.com: "[NEWS] Cisco VPN 3000 Concentrator Multiple
Vulnerabilities"
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