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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam w

site_http://www.securiteam.com
— — promotion

When was the last time you checked your server's security?
How about a monthly report?

http://www.AutomatedScanning.com — Know that you're safe.

Jigsaw Webserver Path Disclosure

SUMMARY

<http://mwww.w3.org> Jigsaw is W3C's leading—edge Web server platform,
providing a sample HTTP 1.1 implementation and a variety of other features
on top of an advanced architecture implemented in Java. It is possible to
disclose the physical path to the web root. This information could be

useful to a malicious user wishing to gain illegal access to resources on

the server.

DETAILS

Vulnerable systems:
* Jigsaw version 2.2.1 Distribution on Windows 2000 Server

Immune systems:
* Jigsaw version 2.2.1 Dev/2.2/20020711 on Windows 2000 Server

Requesting /aux two times, results in an error message, after second
request, containing the physical path to the web root.

Vendor response:

The vendor was notified on 27 May 2002. On 11 July 2002, we verified that
the issue was corrected in the latest build (20020708).
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Corrective action:

Upgrade your Jigsaw.jar to the latest build, available from:
<http://jigsaw.w3.org/Devel/classes—2.2/20020711/>
http://jigsaw.w3.org/Devel/classes—2.2/20020711/

ADDITIONAL INFORMATION

The information has been provided by <mailto:pgrundl@kpmg.dk> Peter
Grundl.

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:

list-unsubscribe @securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list—subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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