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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam w

site_http://www.securiteam.com
— — promotion

When was the last time you checked your server's security?
How about a monthly report?
http://www.AutomatedScanning.com — Know that you're safe.

Multiple Buffer Overflow Found in Novell Netmail IMAP Service

SUMMARY

Multiple buffer overflows exist in the IMAPD service of Novell Netmail
3.0.3 resulting in a Denial of Service. Subsequent attacks will result in
a server reboot on Netware 6.0 SP 1.

DETAILS

Vulnerable systems:

* Novell Netmail version 3.0.3
* Novell Netmail version 3.1

* Novell Netmail XE version 3.1

Solutions:
Netmail (NIMS) 3.0.3A Update for NetWare

<http://support.novell.com/servlet/tidfinder/2962974>
http://support.novell.com/servlet/tidfinder/2962974

NetMail (NIMS) 3.0.3A Update for Linux

<http://support.novell.com/servlet/tidfinder/2962976>
http://support.novell.com/servlet/tidfinder/2962976
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NetMail (NIMS) 3.0.3A Update for Solaris

<http://support.novell.com/servlet/tidfinder/2962977>
http://support.novell.com/serviet/tidfinder/2962977

NetMail 3.1a Update for NetWare

<http://support.novell.com/servlet/tidfinder/2962978>
http://support.novell.com/serviet/tidfinder/2962978

NetMail 3.1a Update for Windows

<http://support.novell.com/servlet/tidfinder/2962982>
http://support.novell.com/serviet/tidfinder/2962982

NetMail 3.1a Update for Linux

<http://support.novell.com/servlet/tidfinder/2962980>
http://support.novell.com/serviet/tidfinder/2962980

NetMail 3.1a Update for Solaris

<http://support.novell.com/servlet/tidfinder/2962981>
http://support.novell.com/serviet/tidfinder/2962981

NetMail XE 3.1a Update

<http://support.novell.com/servlet/tidfinder/2962983>
http://support.novell.com/serviet/tidfinder/2962983

ADDITIONAL INFORMATION

The information has been provided by

<mailto;patrik.karlsson@se.pwcglobal.com> Patrik Karlsson and Jonas

Landin.

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:

list-unsubscribe @securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list—subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.

* Previous message: support@securiteam.com: "[NEWS] The Adobe eBook Library's Multiple

Vulnerabilities"
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