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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

When was the last time you checked your server's security?
How about a monthly report?
http://www.AutomatedScanning.com − Know that you're safe.
− − − − − − − − −

  Cross−Site Scripting Vulnerability in Mewsoft Auction Script
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

 <http://www.mewsoft.com/Products/> Mewsoft Auction a web based auction
engine has been found to contain a security vulnerability that would allow
attackers to cause a cross−site scripting vulnerability.

DETAILS

Vulnerable systems:
 * Mewsoft Auction version 3.0

Example:
For example accessing the following URL will cause an alert to pop up:
http://www.xxxx.com/cgi−bin/auction/auction.cgi?action=Sort_Page
&Page=0&Cat_ID=&Lang=English&Search=All&Terms=<scr!pt>alert('OopS');</script
>&Where=&Sort=Photo&Dir=

ADDITIONAL INFORMATION

The information has been provided by <mailto:exe@FlashMail.com> § o m e
1.
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========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.

Previous message: support@securiteam.com: "[NEWS] Multiple Vulnerabilities with Pingtel xpressa
SIP Phones"
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