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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

When was the last time you checked your server's security?
How about a monthly report?
http://www.AutomatedScanning.com − Know that you're safe.
− − − − − − − − −

  Netware DHCP Server Contains a DoS Vulnerability
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

An attacker could cause the Netware server to reboot, simple by issuing a
"non−standard" DHCP request.

DETAILS

Vulnerable systems:
 * Netware version 6.0 with SP 1

The DHCP server suffers from multiple buffer overflows that can be
triggered by sending oversized "non−standard" requests to the DHCP server.

ADDITIONAL INFORMATION

The information has been provided by <mailto:patrik@cqure.net> Patrik
Karlsson.
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list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.

Previous message: support@securiteam.com: "[NEWS] OpenSSH Vulnerabilities in Challenge
Response Handling"

• 

Messages sorted by: [ date ] [ thread ] [ subject ] [ author ] [ attachment ]• 

Securiteam: [NEWS] Netware DHCP Server Contains a DoS Vulnerability

[NEWS] Netware DHCP Server Contains a DoS Vulnerability 2

mailto:list-unsubscribe@securiteam.com?subject=Re:%20[NEWS]%20Netware%20DHCP%20Server%20Contains%20a%20DoS%20Vulnerability&replyto=20020627171334.917BB1F5D4@mail.der-keiler.de
mailto:list-subscribe@securiteam.com?subject=Re:%20[NEWS]%20Netware%20DHCP%20Server%20Contains%20a%20DoS%20Vulnerability&replyto=20020627171334.917BB1F5D4@mail.der-keiler.de

