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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

When was the last time you checked your server's security?
How about a monthly report?
http://www.AutomatedScanning.com − Know that you're safe.
− − − − − − − − −

  DNSHijacker, Semi−Automated DNS Hijacking Tool
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

DETAILS

DNSHijacker is a LibNET/LibPCap based packet sniffer & DNS spoofer. As a
versatile tool, DNSHijacker supports tcpdump style filters that allow you
to specifically target victims. DNS answers are forged based on entries in
a "fabrication table" or by simply forging one answer to all requests. A
print only mode is also supported, allowing one to simply monitor DNS
traffic.

ADDITIONAL INFORMATION

The tool can be downloaded from:
 <http://pedram.redhive.com/download.php?file=dnshijacker>
http://pedram.redhive.com/download.php?file=dnshijacker

The information has been provided by <mailto:pedram@redhive.com> pedram
amini.
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list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.

Previous message: support@securiteam.com: "[UNIX] Linux NetFilter NAT/ICMP Code
Information Leak"
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