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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam w

site_http://www.securiteam.com
— — promotion

When was the last time you checked your server's security?
How about a monthly report?

http://www.AutomatedScanning.com — Know that you're safe.

Cumulative Patch for Internet Information Services

SUMMARY

This patch is a cumulative patch that includes the functionality of all
security patches released for 1IS 4.0 since Windows NT 4.0 Service Pack
6a, and all security patches released to date for IIS 5.0 and 5.1. A
complete listing of the patches superseded by this patch is provided
below, in the section titled "Additional information about this patch".
Before applying the patch, system administrators should take note of the
caveats discussed in the same section.

In addition to including previously released security patches, this patch
also includes fixes for the following newly discovered security
vulnerabilities affecting 1S 4.0, 5.0 and/or 5.1:

* A buffer overrun vulnerability involving the operation of the chunked
encoding transfer mechanism via Active Server Pages in 1IS 4.0 and 5.0. An
attacker who exploited this vulnerability could overrun heap memory on the
system, with the result of either causing the IIS service to fail or

allowing code to be run on the server.

* A Microsoft—discovered vulnerability that is related to the preceding

one, but which lies elsewhere within the ASP data transfer mechanism. It
could be exploited in a similar manner as the preceding vulnerability, and
would have the same scope. However, it affects IIS 4.0, 5.0, and 5.1.
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A buffer overrun involving how IIS 4.0, 5.0 and 5.1 process HTTP header
information in certain cases. IS performs a safety check prior to parsing
the fields in
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