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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam w

site_http://www.securiteam.com
— — promotion

When was the last time you checked your server's security?
How about a monthly report?

http://www.AutomatedScanning.com — Know that you're safe.

Norton Antivirus Content Filter and Virus Protection Can By Passed

SUMMARY

Due to a vulnerability in NAV attackers can bypass its content filtering
and virus protection. This could prove dangerous since it allows malicious
content to go through the protection mechanism untouched.

DETAILS

Due to a case sensitivity problem of the Content-Type and
Content-Disposition allows attackers to cause NAV to incorrectly not
detect a message's attachments.

Example:
CONTENT-type: text/plain;
NAme=\"eicar.com\"

ADDITIONAL INFORMATION

The information has been provided by <mailto:3APASA@SECURITY.NNOV.RU>
3APA3A.
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This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:

list-unsubscribe @securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list—subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.

* Previous message: support@securiteam.com: "[NT] Vulnerability in Apache for Win32 Batch File
Processing (Remote Command Execution)"”
« Messages sorted hy: [ date ] [ thread ] [ subject ] [ author ] [ attachment ]

[NT] Norton Antivirus Content Filter and Virus Protection Can By Passed 2


mailto:list-unsubscribe@securiteam.com?subject=Re:%20[NT]%20Norton%20Antivirus%20Content%20Filter%20and%20Virus%20Protection%20Can%20By%20Passed&replyto=20020323112048.98FF1138E4@mail.der-keiler.de
mailto:list-subscribe@securiteam.com?subject=Re:%20[NT]%20Norton%20Antivirus%20Content%20Filter%20and%20Virus%20Protection%20Can%20By%20Passed&replyto=20020323112048.98FF1138E4@mail.der-keiler.de

