
[NEWS] Security Bug in Alcatel Speed Touch
Home ADSL Modem (DoS)

Source: http://www.derkeiler.com/Mailing−Lists/Securiteam/2002−01/0096.html

From: support@securiteam.com
Date: 01/17/02

From: support@securiteam.com
To: list@securiteam.com
Date: Thu, 17 Jan 2002 22:53:35 +0100 (CET)

The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

When was the last time you checked your server's security?
How about a monthly report?
http://www.AutomatedScanning.com − Know that you're safe.
− − − − − − − − −

  Security Bug in Alcatel Speed Touch Home ADSL Modem (DoS)
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

 <http://www.alcatel.com/consumer/dsl/prodhome.htm> Alcatel Speed Touch
Home ADSL Modem contains a security vulnerability that allows internal
attackers to cause the modem to crash, by simply scanning it using NMap.

DETAILS

Vulnerable systems:
Alcatel Speed Touch Home ADSL Modem firmware version 8706

By scanning your Alcatel Speed Touch Home ADSL Modem from its internal
network address (10.0.0.0 subnet) it is possible to cause the modem to
crash. Since this address space is outside the normal used network
address, most modems should be safe, however, the crash can be caused by
spoofed packets allowing crashing of internal connected modems, i.e. if
the modem is connected on a local physical network subnet, and a
vulnerable modem is present.

ADDITIONAL INFORMATION
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The information has been provided by <mailto:hacknisty@wanadoo.fr>
Hacknisty.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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