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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam w

site_http://www.securiteam.com
— — promotion

When was the last time you checked your server's security?
How about a monthly report?

http://www.AutomatedScanning.com — Know that you're safe.

AutoResponder Allows Spamming

SUMMARY

<http://meepzor.com/packages/autoresponder/r> AutoResponder — An Email
Answering Script, contains a security vulnerability that allows spammers
to use the program to spam 3rd parties.

DETAILS

The AutoResponder program could be tricked by spammers to send unsolicited
mail to arbitrary addresses if the option to ‘reply with copy of the

original message attached to response' is enabled in AutoResponder's
configuration. Further, the program does not have any sort of restriction

on the number of responses to one email address during any one period.

In fact, if reply with copy of original message is enabled, the spam
message will be sent with 'From:' or 'Reply to:" being the victim's
address.

In addition, it is possible to trick AutoResponder to abuse victim's email
address by sending large number of messages to address with AutoResponder
enabled on it, since there is no limit on number of messages delivered to
single mailbox during some period of time.

ADDITIONAL INFORMATION
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The information has been provided by <mailto:info@compulabs.dhs.org>
Alexander Moloksher and <mailto:Ken.Coar@Golux.Com> Rodent of Unusual
Size.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:

list-unsubscribe @securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list—subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.

* Previous message: support@securiteam.com: "[NEWS] Legato NetWorker Log File Vulnerability"
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