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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

When was the last time you checked your server's security?
How about a monthly report?
http://www.AutomatedScanning.com − Know that you're safe.
− − − − − − − − −

  MS SQL 7.0 DTS Saved Packages Contain Plain Text Passwords
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

A security vulnerability in the way MS SQL stores its DTS files allows
anyone with access to these files to see the plain text form of the
password for the MS SQL database user.

DETAILS

When creating a Data Transformation Service (DTS) Package a security hole
is exposed. The password used by the DTS will be stored in plain text.

Solution:
Do not provide the password inside the DTS file, or alternatively secure
all access to the file for authorized users only.

ADDITIONAL INFORMATION

The information has been provided by <mailto:floyd@neospire.net> Floyd
Russell.
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========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.

Previous message: support@securiteam.com: "[NT] Denial of Service Vulnerability in Windows
2000 RunAs Service"
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