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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

When was the last time you checked your server's security?
How about a monthly report?
http://www.AutomatedScanning.com − Know that you're safe.
− − − − − − − − −

  NetOp School Admin Vulnerability (Authorization Bypass)
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

Feature−rich <http://www.crossteccorp.com/netopschool/index.html> NetOp
School puts teachers and corporate trainers center stage in networked
classrooms or Internet−based virtual classrooms. A security vulnerability
in the product allows local unprivileged users to gain administrative
access of the NetOp product.

DETAILS

Vulnerable systems:
NetOp School version 1.5

By default when a user logs into a workstation the student version of
NetOp is run. If a user (student) attempts to execute the admin version of
NetOp then the required password dialog will appear and the user will need
to know that password if they wish to run the program. The flaw is in the
way the program reacts when the student version is not running. For
example, a student can use any type of task manager to kill the student
version and when he or she goes to open the admin version all security
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checks and password dialogs are bypassed.

This gives the student or non−authorized user full access to any
workstation logged in to the network. It also allows users to "spy" on
anybody in the network.

ADDITIONAL INFORMATION

The information has been provided by <mailto:trick0rdaddy@hotmail.com>
Jesse Smythe.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.

Previous message: support@securiteam.com: "[NEWS] World's First DeCSS Executable Prime
Number"
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