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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam w

site_http://www.securiteam.com
— — promotion

When was the last time you checked your server's security?
How about a monthly report?

http://www.AutomatedScanning.com — Know that you're safe.

iPlanet Messaging Server Buffer Overflow Vulnerability

SUMMARY

Netscape Administration Server, provided by iPlanet Messaging Server as a
console program for administration, suffers from a buffer overflow
vulnerability. The vulnerability allows remote users to execute arbitrary
commands with SYSTEM privilege.

DETAILS

Vulnerable systems:
iPlanet Messaging Server version 5.1 (Winnt)

iPlanet Messaging Server is designed to provide SMTP, IMAP4, POP3 and
Web-based mail services. Basic authorization is required for editing of

user information, therefore a supplied username and password are sent to
the server after being base64 encoded. If long strings are included in
username, ns—admin.exe will overflow. The overflow will allow remote users
to execute arbitrary commands with SYSTEM privilege.

Solution:
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It is strongly recommended that you set up access control of
Administration Server to deny access to servers to untrusted users.

ADDITIONAL INFORMATION

The information has been provided by <mailto:snsadv@l|ac.co.jp> SNS Team
of LAC.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:

list-unsubscribe @securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list—subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.

* Previous message: su
Remote Execution of Commands"
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