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Various Problems in Baltimore's WEBsweeper Script Filtering

SUMMARY

<http://www.mimesweeper.com/products/websweeperd/default.asp> WEBsweeper,
a product that enables customers to implement Content Security policies on

Web, HTTP and passive FTP transfers, has been found to contain a security
vulnerability that allows attackers to execute arbitrary JavaScript on

clients protected by WEBsweeper, bypassing the product's filtering
mechanism.

DETAILS

Vulnerable systems:
Baltimore Technologies WEBsweeper 4.02

WEBsweeper includes some design and implementation flaws that allow an
attacker to bypass restrictions set by the product administrator and
introduce malicious code into an organization.

eDvice found three problems with WEBsweeper's Script filtering mechanism:
1) By adding an extra opening angled bracket before the SCRIPT tag, the
tag will be left unmodified by WEBsweeper. The browser however, will

execute the contained script. Example:

<<SCRIPT language="javascript">
alert("This should have been filtered");
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</SCRIPT>

2) Similar problem to the one eDvice reported in

<http://www.securiteam.com/securitynews/SEPOWOA4AQ.html> eSafe Gateway
Bypassing Using Extended Character Encoding, WEBsweeper appears to

manifest the same problem. The following designed HTML code:

<SC<SCRIPT language="javascript"> </SCRIPT>RIPT language="javascript">
alert("This should have been filtered");
</SCRIPT>

Will be transformed by the WEBsweeper filter to yield the following
result:

<SCRIPT language="javascript">
alert("This should have been filtered");
</SCRIPT>

3) WEBsweeper does not recognize and does not filter scripting tags
constructed using extended HTML notation.

ADDITIONAL INFORMATION

The information has been provided by <mailto:support@edvicesecurity.com>
eDvice Security Services.

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:

list-unsubscribe @securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list—subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.

* Previous message: support@securiteam.com: "[NT] Sambar Telnet Proxy Multiple Vulnerabilities
(DoS, Buffer Overflow)"
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