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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com

  SNMPd Log Files Buffer Overflow Problem
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

 <http://sourceforge.net/projects/net−snmp/> net−snmp provides tools and
libraries relating to the Simple Network Management Protocol including: An
extensible agent, an SNMP library, tools to request or set information
from SNMP agents, tools to generate and handle SNMP traps, etc.

SNMPd suffers from a buffer overflow vulnerability that allows a local
attacker to cause the program to execute arbitrary code.

DETAILS

Vulnerable systems:
ucd−snmp version 4.2.1 (Official)

Immune systems:
ucd−snmp version 4.2.1 (CVS)

SNMPd provides a parameter named '−l', this specifies which file should be
used for logging. If SNMPd is lunched with an overly long argument (−l) of
the sort: " −l AAAAAAAA....[455 chars]" the program will crash. This
buffer overflow would allow a local attacker to execute arbitrary code.

Vulnerable code:
On line 306 of snmpd.c, they have:
char logfile[SNMP_MAXBUF_SMALL];

Where SNMP_MAXBUF_SMALL is defined in tools.h as a 512 buffer.
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And last but not least, on line 321 of snmpd.c:
strcpy(logfile, LOGFILE);

Solution:
An update has been posted to the CVS. Download the latest version from:
 <http://sourceforge.net/projects/net−snmp/>
http://sourceforge.net/projects/net−snmp/

ADDITIONAL INFORMATION

The information has been provided by <mailto:security@eds.com.ar>
SECURITY and <mailto:methodic@libpcap.net> Tony Lambiris.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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