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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com

  Outlook 2000 Rich Text Information Disclosure
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

A security vulnerability in Outlook 2000 allows attackers receiving Rich
Text messages to gain sensitive information by looking inside the posted
message.

DETAILS

Outlook 2000 Rich Text messages contain a full path to user's mailbox.
This would contain sensitive information such as the mailbox's profile
directory, username, and OS version:

Example:
C:\WINNT\Profiles\johns\\mailbox.pst

This leaks potentially sensitive information to an attacker, and helps her
to better plan her next step.

Solution:
Avoid sending Rich Text messages (use plain text or HTML format).

ADDITIONAL INFORMATION

The information has been provided by
<mailto:dkropivnitskiy@tigertesting.com> Dmitriy Kropivnitskiy.

Hypermail Development List: [NT] Outlook 2000 Rich Text Informa

[NT] Outlook 2000 Rich Text Information Disclosure 1

http://www.derkeiler.com/Mailing-Lists/Securiteam/2001-08/0046.html
mailto:support@securiteam.com?subject=Re:%20[NT]%20Outlook%202000%20Rich%20Text%20Information%20Disclosure&replyto=20010806212147.2A91113903@mail.der-keiler.de
mailto:support@securiteam.com?subject=Re:%20[NT]%20Outlook%202000%20Rich%20Text%20Information%20Disclosure&replyto=20010806212147.2A91113903@mail.der-keiler.de
mailto:list@securiteam.com?subject=Re:%20[NT]%20Outlook%202000%20Rich%20Text%20Information%20Disclosure&replyto=20010806212147.2A91113903@mail.der-keiler.de
http://www.securiteam.com
mailto:dkropivnitskiy@tigertesting.com?subject=Re:%20[NT]%20Outlook%202000%20Rich%20Text%20Information%20Disclosure&replyto=20010806212147.2A91113903@mail.der-keiler.de


========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.

Next message: support@securiteam.com: "[UNIX] Roxen Vulnerable to URL Decoding Attack"• 
Previous message: support@securiteam.com: "[TOOL] XProbe, Active Operating System
Fingerprinting"
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