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Date: Tue, 2 Dec 2003 12:22:30 —0500
To: NTBUGTRAQ@LISTSERV.NTBUGTRAQ.COM

Reason for Revision:
V2.3 December 2, 2003: Bulletin updated to reflect correct file versions
and date/time stamp for Windows XP update.

Microsoft Security Bulletin MS03-043:
Buffer Overrun in Messenger Service Could Allow Code Execution (828035)

Bulletin URL:
http://www.microsoft.com/technet/security/bulletin/MS03-043.asp

Summary:

Version Number: V2.3

Revision Date: 12-02-2003

Impact of Vulnerability: Remote Code Execution

Maximum Severity Rating: Critical

Patch(es) Replaced: None

Caveats: Windows NT 4.0 Client Computers may have network-related
problems after installing this security update. Microsoft encourages
customers to review the details of Microsoft Knowledge Base Article

http://support.microsoft.com/?kbid=831579
CVE Number(s): CAN-2003-0717

Tested Software:
Affected Software:
* Microsoft Windows NT Workstation 4.0, Service Pack 6a

<http://www.ntbugtragq.com/link/7597FCF4-6615-4074-9E46-A17D808ED38D.asp>
* Microsoft Windows NT Server 4.0, Service Pack 6a

<http://www.ntbugtragq.com/link/B1949456-996A-485A-9A28-79FD79F26A1B.asp>
* Microsoft Windows NT Server 4.0, Terminal Server Edition, Service

Pack 6

<http://www.ntbugtrag.com/link/64AB4B66—-1A6E-4264-93A8-26CDB98B05A8.asp>
* Microsoft Windows 2000, Service Pack 2, Service Pack 3, Service Pack

4
<http://www.ntbugtrag.com/link/99F1B40D-906A-4945-A021-4B494CCCBDEO0.asp>
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* Microsoft Windows XP Gold, Service Pack 1

<http://www.ntbugtragq.com/link/FO2DA309-4B0A-4438-A0B9-5B67414C3833.asp>
* Microsoft Windows XP 64-bit Edition

<http://www.ntbugtrag.com/link/2BE95254-4C65-4CA5-80A5-55FDF5AA2296.asp>
* Microsoft Windows XP 64-bit Edition Version 2003

<http://www.ntbugtragq.com/link/8B990946-84C8-4C91-899C-5A44EC13174E.asp>
* Microsoft Windows Server 2003

<http://www.ntbugtrag.com/link/1IDF106F3-7EC4-4EB0-9143-C1E3C9E2F5F8.asp>
* Microsoft Windows Server 2003 64-bit Edition

<http://www.ntbugtrag.com/link/8B990946-84C8-4C91-899C-5A44EC13174E.asp>

Software Not Affected:
* Microsoft Windows Millennium Edition

This email is sent to NTBugtraq automagically as a service to my
subscribers. (v2.2)

Cheers,
Russ — Surgeon General of TruSecure Corporation/NTBugtraq Editor

Out of Office replies to list messages cause you to be unsubscribed
automatically. Either subscribe a Public Folder, or ensure your rules are
set to ensure list messages are filtered prior to your Out of Office reply.
Such automatic replies are a bane to posters, and cause us to have fewer
researchers post to NTBugtrag.
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