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Windows 2000 Domain Controller out of the box configuration has a dangerous way of assigning privileges
to the TsInternetUser account. If you look in the GptTmpl.inf file of the Default Domain Controller's Policy
you will notice that in the SelnteractiveLogonRight item you see a bunch of SIDs and then TsInternetUser
(notice NOT domain\TsInternetUser). So TsInternetUser is defined by name in the Default Domain
Controller's Policy. Being defined by just the name is necessary for restricted groups but it should not be
necessary for an account with a standard RID (1000) like TsInternetUser. Assigning rights by name is
dangerous, because that means the hame of the object is the only identifier of that object. So if you rename
object, then you'd need to modify the policy to reflect that change.

So what happens if TsinternetUser is renamed?

When rights are assigned by name, the Local Security Authority (LSA) needs to resolve the names to SIDs !
it has to look up the SID given only the name of the object (again notice NOT domain\name, just name). LS/
will query the GC looking for the SID, passing the name of the object (TsInternetUser) to the
LookupAccountName function, which in a multiple domain environment will likely return many SIDs. If

there is a TsInternetUser account in your domain LSA will always use it, according to Microsoft PSS.
However since we renamed TsinternetUser, it is not returned in our query results from the GC so LSA will
just take whichever one is first (which changes). All there is to go by is the name; LSA cannot verify whether
Terminal Services Licensing in fact uses the TsInternetUser that it has selected. So if another child domain
your forest named one of their users 'TsInternetUser' for whatever reason, then that user could potentially
receive the same rights you intended to be given to the renamed TsinternetUser account in your domain,
which by default is 'Logon Locally'.

The problem, we think, occurs when you promote the server to a Domain Controller. When dcpromo.exe is
building the Default Domain Controller's Policy, it appears to only assign user rights by name if they are
already defined in the server's Local Security Policy. After the server becomes a Domain Controller you can
look at the local settings of the Local Security Policy and see rights assigned to ‘Domain\user’ or
‘Domain\group’, however in the effective settings (and in the GptTmpl.inf file) you see the rights assigned to
just 'user' or 'group’. So just like in the above scenario with TsinternetUser, if you rename or delete 'user' or
‘group’ and create a new object with the same name it will receive those rights. Also if an object exists alreal
in your forest with the same name it may inherit those rights, depending on the order of the results returned
from the GC. Built-=in groups do not appear to be vulnerable however; they are defined by their SID in both
the effective and local settings of Local Security Policy.

An example of the above paragraph is as follows. On a fresh install of Windows 2000 Server, rename the
administrator account to ‘'myadmin’. Then give 'myadmin’ the rights to logon as a batch job and add
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workstation to domain. Nothing seems inherently wrong with doing this. Now you perform various other
security tasks to get your machine ready to be a domain controller such as turning off unnecessary services
etc. Then you run dcpromo to promote this machine to a domain controller of the domain 'mynewdomain’. A
of right now everything is just fine; mynewdomain\myadmin does have the rights to add workstations to the
domain and logon as a batch job. Now people keep trying to guess the password to ‘myadmin' so you renan
that account to 'mynewadmin’. Right here you are vulnerable, if there is a user account named 'myadmin' in
any other domain in your forest, they will now have the ability to add workstations to the domain and to logol
as a batch job. If dcpromo had assigned the permissions to mynewdomain\myadmin this wouldn't be the ca:
Unfortunately the permissions are assigned to just myadmin, which in my opinion is either a bug or a securit
risk.

Microsoft disagrees and says: "...this is not a bug, or a security risk. It is a not good design to set a string va
in the user rights section if you know which account you want to give rights. It would be a good idea to at
least give it the full domain name domain\TsInternetUser or specify a SID instead." Please note, they are the
ones that give just the name TsInternetUser rather than domain\name.

Zeb Bowden
VT.IS&C.IAD.MIG:Application Developer

http://vtmig.w2k.vt.edu
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Are You "Certifiable"? Summer's Hottest Certification Just Got HOTTER!

With a growth rate exceeding 110%, the TICSA security practitioner
certification is one of the hottest IT credentials available. And now, for
a limited time, you can save 33% off of the TICSA certification exam! To

learn more about the TICSA certification, and to register as a TICSA
candidate online, just go to

http://www.trusecure.com/offer/s0100/
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