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Greets. Just a heads−up for anybody interested.

Computer Associates' eTrust Antivirus 7.0 (aka InoculateIT) has a
feature which locks out a user account for a specified time if the user
writes infected files to the server ("quarantine"). An administrator may
remove the quarantine manually or the quarantine expires automatically
when the time is up. The online help states that the Administrator
account will not be locked out.

eTrust Antivirus also has an email add−on option for Exchange which uses
the local VSAPI in Exchange to scan attachments.

How these two come together is this: Exchange Server appears to submit
messages to VSAPI by writing them to the file system first. eTrust scans
the file. Exchange forwards the new file (cleaned or replaced) to the
user. However in the meantime the Realtime scanner detects the original
infected file and this triggers the account lockout on System.

The log files show:

"The Win32.Bugbear.B:corrupt was detected in
C:\...NTFS_C362EB1001C332EE00000598.EML<9.... Machine: SERVER, User: NT
AUTHORITY\SYSTEM. File Status: Infected
User (NT AUTHORITY\SYSTEM) quarantined for 90 minutes."

Thereafter processes requiring System access will be denied, including
authentication. Users cannot log on to the server either remotely or
locally (until the Quarantine expires). Existing authenticated users can
still access network resources provided they don't do anything that
requires authentication.

eTrust Antivirus 7.0.139 (Admin Server)
eTrust Antivirus 7.0.343 (Exchange Option)
Windows 2000 Server SP3
Exchange 2000 SP3 (6249.4)

There are probably lots of other scenarios and products where this can
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happen.

Workaround presumably is to disable Quarantine or exclude certain
directories from realtime scanning.

Tried to submit this to CA but can't find an online bug reporting
function and emails enquiring after one went unanswered.

By the way, why aren't more viruses aware of excluded directories? Every
time there's a problem with an AV product the answer is to exclude
directories from scanning which creates a vast playground for any virus
capable of parking itself there. Just lucky I guess.

Cheers
Geoff Vass
list@cadzow.com.au

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
Are You "Certifiable"? Summer's Hottest Certification Just Got HOTTER!

With a growth rate exceeding 110%, the TICSA security practitioner
certification is one of the hottest IT credentials available. And now, for
a limited time, you can save 33% off of the TICSA certification exam! To
learn more about the TICSA certification, and to register as a TICSA
candidate online, just go to

http://www.trusecure.com/offer/s0100/
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