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Microsoft PPTP Server and Client remote vulnerability

Summary
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

   The Microsoft PPTP Service shipping with Windows 2000 and XP contains a
   remotely exploitable pre−authentication bufferoverflow.

Affected Systems
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

   Microsoft Windows 2000 and XP running either a PPTP Server or Client.

Impact
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

   With a specially crafted PPTP packet it is possible to overwrite kernel
   memory.

   A DoS resulting in a lockup of the machine has been verified on
   Windows 2000 SP3 and Windows XP.

   A remote compromise should be possible deploying proper shellcode,
   as we were able to fill EDI and EDX with our data.

   Clients are vulnerable too, because the Service always listens on port
   1723 on any interface of the machine, this might be of special concern
   to DSL users which use PPTP to connect to their modem.

Solution
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
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   As a temporary solution for the Client issue, one might firewall the PPTP
   port in the Internet Connection Firewall for Windows XP.

   We dont know of any solution for Windows 2000 and Windows XP PPTP servers.

   The vendor has been informed.
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Contact Information
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

   phion Information Technologies can be reached via:
      office@phion.com /
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