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Hi all, here is a list of good resources for mobile devices security,
networking and (insecurity), I hope you can contribute with more stuff.
First of all, here is a good link of tools for Pen−Test on Pocket PC
http://www.irongeek.com/i.php?page=security/ppchack

And more....

Reverse engineering: Windows CE, Pocket PC 2003 and Symbian
http://www.ka0s.net/

Bluetooth tools: (All you need to Know is in www.trifinite.org (Great work
Guys!!)

Bloover and Bloover II: run in various smartphones
http://trifinite.org/trifinite_stuff_blooover.html

Pocket Bluesnarfer: Run in mobile 2003 (Open Source Tool) excelent!!
(Spanish Site) Great Work Gospel!!
http://gospel.endorasoft.es/seguridad/tallerpocketpc.html

Pocket Car Whisperer: reading material, Very intresting, based on the work
of trifinite Group http://gospel.endorasoft.es/seguridad/manoslibres.html

Bluejack Sofware ande resources: http://www.bluejackq.com/

Networking Tools for mobile 2003:

Pocket CMD: Cmd for mobile 2003
http://www.symbolictools.de/public/pocketconsole/applications/cmd/index.htm

SMB Protocols tools: NbtstatCE and VM NetBrowser
http://www.vmobilesoftware.com and
http://www.pocketpcfreewares.com/es/index.php?soft=1416

Netcat for pocket PC: yes , the netcat version for pocket PC
http://prt.fernuni−hagen.de/~bischoff/wince/Andreas_WINCE_stuff.html#netcat
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Great tools in one Site: http://cam.com/windowsce.html

FTP client
FTP server
Sniffer
TFTP Server
Telnet Client
SNMP
More

Password Crackers: The cain version for mobile 2003 www.oxid.it nice
version!!

Putty for pocket PC: The putty version is at
http://www.svpocketpc.com/reviews/pocketputty/PocketPuTTY.html

PocketVNC Viewer: www.allware.com.mx

Ok this is my 2 cents i hope you can share more links and resources

Regards

Ezequiel Sallis CISSP/CCNA/NSP
Information Security Specialist
ROOT−SECURE
www.root−secure.com

_______________________________________________
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