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Ubuntu Security Notice USN-231-1 December 22, 2005
linux—source-2.6.8.1/-2.6.10/-2.6.12 vulnerabilities

CVE-2005-3257, CVE-2005-3783, CVE-2005-3784, CVE-2005-3805,
CVE-2005-3806, CVE-2005-3808, CVE-2005-3848, CVE-2005-3857,
CVE-2005-3858

A security issue affects the following Ubuntu releases:

Ubuntu 4.10 (Warty Warthog)
Ubuntu 5.04 (Hoary Hedgehog)
Ubuntu 5.10 (Breezy Badger)

The following packages are affected:

linux—-image—2.6.10-6-386
linux—-image—2.6.10-6-686
linux—-image—2.6.10-6-686—-smp
linux—-image—2.6.10-6—amd64—generic
linux—-image—2.6.10-6—-amd64-k8
linux—-image—2.6.10-6—amd64-k8-smp
linux—-image—2.6.10—-6—amd64—-xeon
linux—-image—2.6.10-6-itanium
linux—-image—2.6.10—-6-itanium-smp
linux—-image—2.6.10-6-k7
linux—-image—2.6.10-6—-k7-smp
linux—-image—2.6.10—-6—mckinley
linux—-image—2.6.10—-6—mckinley—smp
linux—-image—2.6.10-6—power3
linux—-image—2.6.10-6—power3-smp
linux—-image—-2.6.10-6—power4
linux—-image—2.6.10-6—powerd—-smp
linux—-image—2.6.10-6—powerpc
linux—-image—2.6.10-6—powerpc—smp
linux—-image—2.6.12-10-386
linux—-image—2.6.12-10-686
linux—-image—2.6.12-10-686—-smp
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linux—-image—2.6.12-10—amd64—generic
linux—-image—2.6.12-10—amd64-k8
linux—-image—2.6.12-10—-amd64-k8-smp
linux—-image—2.6.12-10-amd64—xeon
linux—-image—2.6.12-10-iseries—smp
linux—-image—2.6.12-10-k7
linux—-image—2.6.12-10-k7-smp
linux—-image—-2.6.12-10-powerpc
linux—-image—2.6.12-10—-powerpc—smp
linux—-image—2.6.12-10-powerpc64—-smp
linux—-image—2.6.8.1-6—-386
linux—-image—2.6.8.1-6-686
linux—-image—2.6.8.1-6-686—smp
linux—-image—-2.6.8.1-6—amd64—generic
linux—-image—2.6.8.1-6—amd64-k8
linux—-image—-2.6.8.1-6—amd64—-k8-smp
linux—-image—2.6.8.1-6—amd64-xeon
linux-image—-2.6.8.1-6—-k7
linux—-image—2.6.8.1-6—-k7-smp
linux-image—-2.6.8.1-6—power3
linux—-image—-2.6.8.1-6—power3-smp
linux—-image—-2.6.8.1-6—power4
linux—-image—-2.6.8.1-6—power4—-smp
linux—-image—-2.6.8.1-6—powerpc
linux—-image—-2.6.8.1-6—powerpc—-smp
linux—patch—debian-2.6.8.1
linux—patch—-ubuntu-2.6.10
linux—patch—-ubuntu-2.6.12

The problem can be corrected by upgrading the affected package to
version 2.6.8.1-16.26 (for Ubuntu 4.10), 2.6.10-34.9 (for Ubuntu
5.04), or 2.6.12-10.25 (for Ubuntu 5.10). After a standard system
upgrade you need to reboot the computer to effect the necessary
changes.

Details follow:

Rudolf Polzer reported an abuse of the 'loadkeys' command. By
redefining one or more keys and tricking another user (like root) into
logging in on a text console and typing something that involves the
redefined keys, a local user could cause execution of arbitrary
commands with the privileges of the target user. The updated kernel
restricts the usage of 'loadkeys' to root. (CVE-2005-3257)

The ptrace() system call did not correctly check whether a process
tried to attach to itself. A local attacker could exploit this to
cause a kernel crash. (CVE-2005-3783)

A Denial of Service vulnerability was found in the handler that
automatically cleans up and terminates child processes that are not
correctly handled by their parent process ("auto-reaper"). The check
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did not correctly handle processes which were currently traced by
another process. A local attacker could exploit this to cause a kernel
crash. (CVE-2005-3784)

A locking problem was discovered in the POSIX timer cleanup handling
on process exit. A local attacker could exploit this to cause the
machine to hang (Denial of Service). This flaw only affects
multiprocessor (SMP) systems. (CVE-2005-3805)

A Denial of Service vulnerability was discovered in the IPv6 flowlabel

handling code. By invoking setsockopt(IPV6_FLOWLABEL MGR) in a special
way, a local attacker could cause memory corruption which eventually

led to a kernel crash. (CVE-2005-3806)

A memory leak was discovered in the VFS lease handling. These
operations are commonly executed by the Samba server, which led to
steady memory exhaustion. By repeatedly triggering the affected
operations in quick succession, a local attacker could exploit this to
drain all memory, which leads to a Denial of Service. (CVE-2005-3807)

An integer overflow was discovered in the
invalidate_inode_pages2_range() function. By issuing 64—bit mmap calls
on a 32 hit system, a local user could exploit this to crash the

machine, thereby causing Denial of Service. This flaw does not affect

the amd64 platform, and does only affect Ubuntu 5.10. (CVE-2005-3808)

Ollie Wild discovered a memory leak in the icmp_push_reply() function.
By sending a large amount of specially crafted packets, a remote
attacker could exploit this to drain all memory, which eventually

leads to a Denial of Service. (CVE-2005-3848)

Chris Wrigth found a Denial of Service vulnerability in the
time_out_leases() function. By allocating a large number of VFS file
lock leases and having them timeout at the same time, a large number
of 'printk' debugging statements was generated at the same time, which
could exhaust kernel memory. (CVE-2005-3857)

Patrick McHardy discovered a memory leak in the ip6_input_finish()
function. A remote attacker could exploit this by sending specially
crafted IPv6 packets, which would eventually drain all available
kernel memory, thus causing a Denial of Service. (CVE-2005-3858)

Updated packages for Ubuntu 4.10:

Source archives:

http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—source—-2.6.8.1 2.6.8.1-16.26.diff.
Size/MD5:; 3170552 832cc0e756a1d6745fac1f1192164051

http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—source—-2.6.8.1 2.6.8.1-16.26.dsc
Size/MD5: 2621 d80a34d63f68d57cf9b41e3a62d8a5fd
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http://security.ubuntu.com/ubuntu/pool/main/l/linux—source-2.6.8.1/linux—source-2.6.8.1_2.6.8.1.orig.tar.gz
Size/MD5: 44728688 79730a3ad4773ba65fab65515369df84

Architecture independent packages:

Slze/MD5 310734 b1af150de1f688e090bd8a63666673a9

amd64 architecture (Athlon64, Opteron, EM64T Xeon)

Size/MD5: 14355574.8bd6fa79b06b53e21d5386d8689f5f7e. N
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—image—2.6.8.1-6—amd64—k8—sm

Size/MD5: 14834294 ff7d860ed947f0055e0cc3e33c49c1f5
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—image—2.6.8.1-6—amd64—-k8 2.6.!
Size/MD5: 14867554 cc996f71eb6fb830be6a88305e8405cf
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—image—2.6.8.1-6—amd64—xeon_2.

Size/MD5: 14689444 068a59e07779c886a8f39495219c2e59

i386 architecture (x86 compatible Intel/AMD)

http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—headers—2.6.8.1-6—-386_2.6.8.1—]
Size/MD5: 279392 31a606be538eb5b4a0039f9245e50a0e
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—headers—2.6.8.1-6—-686—smp_2.6
Size/MD5: 274480 8cb3539e6¢cf850f39a12fca99c5824f
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—headers—2.6.8.1-6—-686_2.6.8.1—]
Size/MD5: 277424 f243af08bc7b971c00c7f1911957¢ccOb
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—headers—2.6.8.1-6—k7-smp_2.6.8
Size/MD5: 274668 676blcdbb07daafle59daf4379f90d41
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—headers—2.6.8.1-6—-k7 2.6.8.1-1¢
Size/MD5: 277316 2e4b212e8851b8ebebcb6ellfc4e95c4
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—headers-2.6.8.1-6_2.6.8.1-16.26
Size/MD5: 3222690 c0a49e48f2acbcfa8158e1d3508edf4d
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—image—2.6.8.1-6—-386_2.6.8.1-16

Size/MD5: 15499122 c057a0f020e65f820616480dec86efd7
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http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-source-2.6.8.1_2.6.8.1.orig.tar.gz
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-doc-2.6.8.1_2.6.8.1-16.26_all.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-patch-debian-2.6.8.1_2.6.8.1-16.26_all.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-source-2.6.8.1_2.6.8.1-16.26_all.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-tree-2.6.8.1_2.6.8.1-16.26_all.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-amd64-generic_2.6.8.1-16.26_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-amd64-k8-smp_2.6.8.1-16.26_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-amd64-k8_2.6.8.1-16.26_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-amd64-xeon_2.6.8.1-16.26_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6_2.6.8.1-16.26_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-amd64-generic_2.6.8.1-16.26_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-amd64-k8-smp_2.6.8.1-16.26_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-amd64-k8_2.6.8.1-16.26_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-amd64-xeon_2.6.8.1-16.26_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-386_2.6.8.1-16.26_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-686-smp_2.6.8.1-16.26_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-686_2.6.8.1-16.26_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-k7-smp_2.6.8.1-16.26_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-k7_2.6.8.1-16.26_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6_2.6.8.1-16.26_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-386_2.6.8.1-16.26_i386.deb
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S|ze/M D5: 16577002 b51a395a23cf6éccde2db48e21e9059a4

powerpc architecture (Apple Macintosh G3/G4/G5)

Slze/MD5 16376792 eel8a809e85d8ec02f0b876edbc7b7aa
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—image—2.6.8.1-6—power3_2.6.8.1:

Size/MD5: 15941840 17d5cee523dad9e01ebf73e448d29ffc
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—image—2.6.8.1-6—power4-smp_2.
Size/MD5: 16362160 96ac56ba61e5e512b94fb94d80296013
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—image—2.6.8.1-6—power4 2.6.8.1-
Size/MD5: 15934294 91e46887699a93fef26669485768alfa
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—image—2.6.8.1-6—

Size/MD5: 16296020 e27f3e627f2261fc2ed2cd2d5f75¢835
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.8.1/linux—image—2.6.8.1-6—powerpc_2.6.8.’
Size/MD5: 15977246 cde71c6f5f13350170d3dc35c2acbd71

Updated packages for Ubuntu 5.04:
Source archives:

http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/linux—source—2.6.10_2.6.10-34.9.diff.gz
Size/MD5: 6106913 4ab709e955455a8462ed14b6bf23765¢c
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source-2.6.10/linux—source-2.6.10_2.6.10-34.9.dsc
Size/MD5: 3145 d0ec696544bf43603e3fb7d4bee59aae
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/linux—source-2.6.10_2.6.10.orig.tar.gz
Size/MD5: 46244465 063a64fc0efd9c9901cf07effeflb747

Architecture independent packages:
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http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-686-smp_2.6.8.1-16.26_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-686_2.6.8.1-16.26_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-k7-smp_2.6.8.1-16.26_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-k7_2.6.8.1-16.26_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-power3-smp_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-power3_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-power4-smp_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-power4_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-powerpc-smp_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6-powerpc_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-headers-2.6.8.1-6_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-power3-smp_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-power3_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-power4-smp_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-power4_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-powerpc-smp_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.8.1/linux-image-2.6.8.1-6-powerpc_2.6.8.1-16.26_powerpc.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-source-2.6.10_2.6.10-34.9.diff.gz
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-source-2.6.10_2.6.10-34.9.dsc
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-source-2.6.10_2.6.10.orig.tar.gz
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S|ze/M D5: 505088 5fea08f2c855390168beaff3d3a85aef

amd64 architecture (Athlon64, Opteron, EM64T Xeon)

Slze/MD5 1467028 dcca60d1954caaed9747fecacdd93af3
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/linux—headers—2.6.10—6—amd64—generic

Size/MD5: 286854 18ef5a2¢4203c08207258e75443d413d
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/linux—headers—2.6.10-6—amd64—-k8—-sm
Size/MD5: 283700 9a3152f95df24f5838fb493f5¢858768
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/linux—headers—2.6.10-6—amd64—-k8 2.6
Size/MD5: 285652 a5e893bd70c1cf20b2f8e4db7b02e9ed
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/linux—headers—2.6.10—-6—amd64—xeon_z

Size/MD5: 281160 0eeb78731437357459h67ff41b258d3f
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/linux—headers—2.6.10-6_2.6.10-34.9 ar

Size/MD5: 6138076 971e8c65aa1d9ef9706d765c2ff25428
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/linux—image—2.6.10-6—amd64—generic_

Size/MD5: 14577226 132c0d8cb07cce4b39a17d8224f9b214
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http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-doc-2.6.10_2.6.10-34.9_all.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-source-2.6.10_2.6.10-34.9_all.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-tree-2.6.10_2.6.10-34.9_all.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/acpi-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/cdrom-core-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ext3-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/fat-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/fb-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/firewire-core-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/firmware-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/floppy-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ide-core-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ide-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/input-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ipv6-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/irda-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/jfs-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/kernel-image-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-headers-2.6.10-6-amd64-generic_2.6.10-34.9_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-headers-2.6.10-6-amd64-k8-smp_2.6.10-34.9_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-headers-2.6.10-6-amd64-k8_2.6.10-34.9_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-headers-2.6.10-6-amd64-xeon_2.6.10-34.9_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-headers-2.6.10-6_2.6.10-34.9_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-image-2.6.10-6-amd64-generic_2.6.10-34.9_amd64.deb

[Full-disclosure] [USN-231-1] Linux kernel vulnerabilities

Slze/MD5 111112 5894f5dcc627e706f3b46cee814fe82c
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/rtc—modules—2.6.10—-6—amd64—generic—

Size/MD5: 10160 ee7a9f07d183603c31cdc00b52ef0d07
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/sata—modules—2.6.10—6—amd64—generic
Size/MD5: 60460 034ac891de70103fc676ea8453154b16
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/scsi—common—modules—2.6.10-6—amd6
Size/MD5: 208570 f65c80ab64e461736a5a3cc44a77fd07
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/scsi—core—modules—2.6.10—-6—amd64—gt
Size/MD5: 69258 cf4dc68bbc5d42d2a09d3bd38497f00d
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/scsi—extra—modules—2.6.10-6—amd64-—
Size/MD5: 394754 b0Obf8e097102ac7d69d8220be8abc2e8
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/scsi—-modules—2.6.10—-6—amd64—generic
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http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-image-2.6.10-6-amd64-k8-smp_2.6.10-34.9_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-image-2.6.10-6-amd64-k8_2.6.10-34.9_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-image-2.6.10-6-amd64-xeon_2.6.10-34.9_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-patch-ubuntu-2.6.10_2.6.10-34.9_amd64.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/loop-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/md-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nfs-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-extra-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-firmware-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-pcmcia-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-shared-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-usb-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ntfs-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/parport-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/pcmcia-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/pcmcia-storage-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/plip-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ppp-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/reiserfs-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/rtc-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/sata-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/scsi-common-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/scsi-core-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/scsi-extra-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/scsi-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb

[Full-disclosure] [USN-231-1] Linux kernel vulnerabilities

Slze/MD5 294482 8044a6ac76e515b9aa53dd62b2b02023

Slze/MD5 247458 d6d480e6ce9c036a9af9f63cde35571d

i386 architecture (x86 compatible Intel/AMD)

Slze/MD5 31580 cbf70c519e33cef4e17e807f993e465b
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/ide—core—modules—2.6.10-6—-386—di_2.€

Size/MD5: 52946 8fb8d056f9fed76cff4ef844de34d416
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/ide—modules—2.6.10-6—-386—-di_2.6.10-3
Size/MD5: 104466 19290d11a60936b32933af9acf42df21
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/input—-modules—2.6.10—-6—-386—-di_2.6.10
Size/MD5: 38626 17a2b273345407146¢c46cf457f5f19d7
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/ipv6—modules—2.6.10-6—386—di_2.6.10-
Size/MD5: 114518 4411a244339cfe05cde7caab0fcc56¢8
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/irda—modules—2.6.10-6-386-di_2.6.10—
Size/MD5: 190648 f9863fe2abb6albab59596a945de20d3
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/jfs—modules—2.6.10-6—-386—di_2.6.10—3
Size/MD5: 86542 704e498d8327b8611b%al4c696dbdfae
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/kernel-image—2.6.10-6-386-di_2.6.10—
Size/MD5: 1389978 c115f82a66248ac6aef42fb7al7ec706
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/linux—headers—2.6.10-6-386_2.6.10-34
Size/MD5: 315054 52f5f207¢2¢926dc13f03b32a67961f3
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/linux—headers—2.6.10-6-686—smp_2.6.1
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http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/serial-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/socket-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/universe/l/linux-source-2.6.10/ufs-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/usb-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/usb-storage-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/xfs-modules-2.6.10-6-amd64-generic-di_2.6.10-34.9_amd64.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/acpi-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/cdrom-core-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/cdrom-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ext3-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/fat-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/fb-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/firewire-core-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/firmware-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/floppy-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ide-core-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ide-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/input-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ipv6-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/irda-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/jfs-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/kernel-image-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-headers-2.6.10-6-386_2.6.10-34.9_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-headers-2.6.10-6-686-smp_2.6.10-34.9_i386.deb

[Full-disclosure] [USN-231-1] Linux kernel vulnerabilities

S|ze/M D5: 310708 3cd8dfc15e0b86698845ce0402fda6fd

Slze/M D5: 50776 2d8c712690246434194a7695b9c2594e

[Full-disclosure] [USN-231-1] Linux kernel vulnerabilities 9


http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-headers-2.6.10-6-686_2.6.10-34.9_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-headers-2.6.10-6-k7-smp_2.6.10-34.9_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-headers-2.6.10-6-k7_2.6.10-34.9_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-headers-2.6.10-6_2.6.10-34.9_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-image-2.6.10-6-386_2.6.10-34.9_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-image-2.6.10-6-686-smp_2.6.10-34.9_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-image-2.6.10-6-686_2.6.10-34.9_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-image-2.6.10-6-k7-smp_2.6.10-34.9_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-image-2.6.10-6-k7_2.6.10-34.9_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/linux-patch-ubuntu-2.6.10_2.6.10-34.9_i386.deb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/loop-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/md-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nfs-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-extra-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-firmware-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-pcmcia-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-shared-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/nic-usb-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ntfs-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/parport-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/pcmcia-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/pcmcia-storage-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/plip-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ppp-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb

[Full-disclosure] [USN-231-1] Linux kernel vulnerabilities

http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/reiserfs—modules—2.6.10-6-386-di_2.6.
Size/MD5: 111586 f8¢c63e68258d959b0cdc7a6bdb38e0c5
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/rtc—modules—2.6.10-6—-386—di_2.6.10-3
Size/MD5: 9892 fff1d44c3afe5483763b0del15¢c3be859
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/sata—modules—2.6.10—-6—-386—di_2.6.10-
Size/MD5: 57162 3c75eae233f3d237b14df40c8c6c9891
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/scsi—common—modules—2.6.10-6—386—
Size/MD5: 241936 feabcaa83d99ec03fa066a2f749f0dcl
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/scsi—core—modules—2.6.10-6-386—-di_2.
Size/MD5: 66236 00458daa87e419708154fd6ac381a908
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/scsi—extra—modules—2.6.10-6—-386-di_2
Size/MD5: 436536 laef4e9dec409ce72a231c4511b27140
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/scsi—-modules—2.6.10-6—-386—di_2.6.10-
Size/MD5: 485680 5c6df01891466e59f1e5fa1838c72679
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/serial-modules—2.6.10-6-386-di_2.6.1C
Size/MD5: 11472 c5d7dc5ach91ad128bbf3179304d0cc8
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/socket—-modules—2.6.10-6—-386—-di_2.6.1
Size/MD5: 21246 ce695efe91904d2e8780c838ac34405¢
http://security.ubuntu.com/ubuntu/pool/universe/l/linux—source—2.6.10/ufs—modules—2.6.10-6—-386—-di_2.6.1
Size/MD5: 29530 69bb84e0d25130cadbOedee6c6ff03b4
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/usb—modules—2.6.10-6-386—-di_2.6.10—
Size/MD5: 106268 497386cabff8b1e7f816d35a502a698c
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/usb—storage—modules—2.6.10-6—-386—di
Size/MD5: 33822 4f694243ad5741b7f149bba57d9e5af7
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/xfs—modules—2.6.10—-6—-386—di_2.6.10—3

Size/MD5: 261340 3ed237bb00e4ededelcc4c530ebccaba

powerpc architecture (Apple Macintosh G3/G4/G5)

http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/affs—modules—2.6.10—6—power3—di_2.6..
Size/MD5: 24052 dd5123228e1296229f6ae5bcd90274bc
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/affs—modules—2.6.10—6—power4—di_2.6..
Size/MD5: 24052 9ae1156032597e08a95ce5ddc2ed7¢c63
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/affs—modules—2.6.10—6—powerpc—di_2.6
Size/MD5: 24038 6c746dc8b8e0365f6dddee5d558faf09
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/cdrom—core—modules—2.6.10-6—power3
Size/MD5: 58272 23825b63c98e3f1126abb4c13aa5d40c
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/cdrom—core—modules—2.6.10-6—power4
Size/MD5: 58278 1742c098aa32508297c8aa49e20c99fd
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/cdrom—core—modules—2.6.10—-6—power
Size/MD5: 58256 f501150d3760b8103ff73fbf9738e251
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/ext2—modules—2.6.10—6—power3—di_2.6.
Size/MD5: 30284 870763b979da02d74043947e238e4166
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/ext2—modules—2.6.10—6—power4—di_2.6.
Size/MD5: 30280 9b050ba2eb98a101c¢88f73fc93b0821b
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/ext2—modules—2.6.10—6—powerpc—di_2.¢
Size/MD5: 30266 99f22e3d3280351a4e015916256d1617
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/ext3—modules—2.6.10—6—power3—di_2.6.
Size/MD5: 109248 552aa39534ed4f71d0c0a34aa66047e4
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.10/ext3—modules—2.6.10—6—power4—di_2.6.

Size/MD5: 109246 511a988baad89dd12388632545088a14
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http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/reiserfs-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/rtc-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/sata-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/scsi-common-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/scsi-core-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/scsi-extra-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/scsi-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/serial-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/socket-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/universe/l/linux-source-2.6.10/ufs-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/usb-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/usb-storage-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/xfs-modules-2.6.10-6-386-di_2.6.10-34.9_i386.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/affs-modules-2.6.10-6-power3-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/affs-modules-2.6.10-6-power4-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/affs-modules-2.6.10-6-powerpc-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/cdrom-core-modules-2.6.10-6-power3-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/cdrom-core-modules-2.6.10-6-power4-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/cdrom-core-modules-2.6.10-6-powerpc-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ext2-modules-2.6.10-6-power3-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ext2-modules-2.6.10-6-power4-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ext2-modules-2.6.10-6-powerpc-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ext3-modules-2.6.10-6-power3-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ext3-modules-2.6.10-6-power4-di_2.6.10-34.9_powerpc.udeb
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Slze/MD5 75992 ef969b2a8f51c64f099608de6786affc
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.12/reiserfs—modules—2.6.12—-10—powerpc—d

Size/MD5: 128628 039558a693c99fabb88878fad8037146
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.12/reiserfs—modules—2.6.12-10—-powerpc64
Size/MD5: 164352 971f1f781022575cc0c8f821dcf34075
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.12/sata—modules—2.6.12—10—powerpc—di_2
Size/MD5: 77424 415ceb336e4647489a8a58e7ab3c9dal
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.12/sata—modules—2.6.12—-10—powerpc64-si
Size/MD5: 98172 3711b5b68e89a953¢f1825519b0181b7
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.12/scsi—core—modules—2.6.12—-10—powerpc
Size/MD5: 85244 11999af2636c69db05e1486daaf50f60
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.12/scsi—core—modules—2.6.12-10—powerpc
Size/MD5: 92318 7d276803baf7fdf423efd10346¢c17d39
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.12/scsi—-modules—2.6.12—-10—powerpc—di_2
Size/MD5: 1537736 3cf2ba8dcbaf03eb117f8eabh95354989
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.12/scsi—-modules—2.6.12—-10—powerpc64-sr
Size/MD5: 1755504 aldclb25ccfeb128e6¢7fb10c9ea7b0a
http://security.ubuntu.com/ubuntu/pool/main/l/linux—source—2.6.12/serial-modules—2.6.12—-10—-powerpc—di

Size/MD5: 65300 ddf32661c0d5elfe5beead5353e0b2e9
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http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/ext3-modules-2.6.10-6-powerpc-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.10/fat-modules-2.6.10-6-power3-di_2.6.10-34.9_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.12/ppp-modules-2.6.12-10-powerpc-di_2.6.12-10.25_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.12/ppp-modules-2.6.12-10-powerpc64-smp-di_2.6.12-10.25_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.12/reiserfs-modules-2.6.12-10-powerpc-di_2.6.12-10.25_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.12/reiserfs-modules-2.6.12-10-powerpc64-smp-di_2.6.12-10.25_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.12/sata-modules-2.6.12-10-powerpc-di_2.6.12-10.25_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.12/sata-modules-2.6.12-10-powerpc64-smp-di_2.6.12-10.25_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.12/scsi-core-modules-2.6.12-10-powerpc-di_2.6.12-10.25_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.12/scsi-core-modules-2.6.12-10-powerpc64-smp-di_2.6.12-10.25_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.12/scsi-modules-2.6.12-10-powerpc-di_2.6.12-10.25_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.12/scsi-modules-2.6.12-10-powerpc64-smp-di_2.6.12-10.25_powerpc.udeb
http://security.ubuntu.com/ubuntu/pool/main/l/linux-source-2.6.12/serial-modules-2.6.12-10-powerpc-di_2.6.12-10.25_powerpc.udeb

