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Disclaimer:

</SARCASM>
This article is neither attempt to teach scriptkiddies to write trojans
nor attempt to create one by authors. It's a call to security community
to activate discussion on protection techniques for Internet client
application security. Yes, we want to fire a flame. We apologies we did
not contacted vendors on many issues they may consider as security
vulnerabilities in their products. We believe, to solve discussed
problem instead of fixing illustrating PoCs, all products must be
architecturally changed, not patched. Before architectural change any
schoolboy with scripting skills can get access to corporate network
protected by advertised product. We share a point of view, this should
not be treated as product vulnerability.
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<SARCASM>
<APPLAUSE />
(yes, pedram).

1. Introduction

 1.1 Front end security

 Last years were revolutionary for network services infrastructure
 security. In addition to more secure and stable operation systems and
 services, we've got a lot of industrial solutions − stateful firewalls
 with level 7 inspection, intrusion detection and intrusion prevention
 systems, reliable clusters and distributed solutions to fight DDoS
 attacks... And we got actually nothing in the field of client
 application protection. Security of client network app
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